Firewall

Lecture 12
Instructor: Dr. Cong Pu, Ph.D.
cong.pu@okstate.edu
Acknowledgment:Adapted partially from course materials from Dr.Wenliang Du at Syracuse University,

Dr. Fengwei Zhang at Southemn University of Science and Technology, and Dr. Steven M. Bellovin at
Columbia University.
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Netfilter .j,Q;ﬁ Iter

= Netfilter in Linux: packet processing and filtering
framework
O In Linux,
. each protocol stack defines hooks along the packet’s traversal

path in that stack
o hook is a location in the kernel that calls out of the
kernel to a kernel module routine
0 developers use kernel modules to register callback functions

to hooks
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Netfilter @netfilter

irewalling, NAT, and pa

m  Netfilter in Linux: packet processing and filtering
framework
O In Linux,
0 when packet arrives at a hook, the protocol stack calls
netfilter framework with the packet and hook number

0 Netfiler checks if any kernel module has registered a callback
function at this hook
0 each registered module will be called to analyze or

manipulate packet, and return their verdict on packet

Yo S

CS 4570 | CS 5070: Network Attack Security, Spring 2025



Netfilter (cont.)

N Verdict: return values of kernel module routines:
o NF_ACCEPT: let the packet flow through the stack

0 NF_DROP: discard the packet
0 NF _QUEUE: pass the packet to the user space via nf_queue

facility
. perform packet handling in user space via asynchronous
operations
m NF _STOLEN: inform the netfilter to forget about this packet
= the packet is further processed by the module
m the packet is still present and valid in the kernel’s internal table

. NF_REPEAT: request the netfilter to call this module again

Ref. (Writing New Netfilter Modules):
https://www.netfilter.ora/documentation/HOWTO/netftfilter-hacking-HOWTO-4. html
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Netfiler Hooks for IPv4

move packets to other hosts

i i i ful for firewall
= Netfiler defines five hooks for I‘P}Al;/(use ul for firewall)

[ NF_IP_PRE_ROUTING NF_IP_FORWARD } ';[ NF_IP_POST _ROUTING ]

all incoming packets hit this Routing packets, forwarded or

hook (not include packets in generated, going out of
. Stack . . .

promiscuous mode) host, will hit this hook

A

h

[ NF_IP_LOCAL_IN J

NF_IP_LOCAL_OUT

incoming packets will go through routing,

which decides whether the packet is for packets generated by local

e other machines or host reach this hook (the first
« will go through forwarding path hook on their way out of host)

* host itself

 will go through this hook
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Implementing Simple Packet Filter
Firewall

= Implementing a packet filter using netfilter framework and

loadable kernel module
0 goals: blocking all packets that are going out to port number
23
o preventing users from using telnet to connect to other
machines
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Implementing Simple
Packet Filter Firewall (cont.)

Implementing a callback function, telnetFilter, for actual filtering

. inspect packet (TCP header, port #)
m if port # is 23, drop packet,
o otherwise, pass

unsigned int telnetFilter (void «*priv, |struct sk_buff *skb,|

{

const struct nf hook state xstate) A

struct iphdr =iph;

struct tcphdr xtcph;
the reference of

iph = ip_ hdr (skb); .
tcph = (void =) iph+iph->ihl*4; entire PaCket

if (iph->protocol == TPPROTO_TCP && tcph->dest == htons(23)) |{

}

printk (KERN_INFO "Dropping telnet packetTto %d.%d.%d.%d\n",
(unsigned char «)&iph->daddr) [0],

(

( (unsigned char x)&iph->daddr) [1], . . .
((unsigned char x)&iph->daddr) [2] The ﬁlterlng |OgIC IS
( ]

(unsigned char =x)&iph->daddr) [3]); hardcoded here.

return NF_DROP; o CII"OP packet If
} else { | | n
return NF_ACCEPT; 4_/,deC SIons destination TCP

: port is 23 (telnet)

Version [ 1HL | Type of Senvice Total Length
|dentification Flags Fragment Offset
Time to Live | Protocol =6 Header Checksum

IP Header

Source Address
Destination Address
7 Options Padding rd
Source Port | Destination Port

Sequence Number

TP |

Acknowledgment Number

U[ATPIR[S[F
Iz rlc|s|s|y]1 Window
Offset GlK|H|TIN|N
Checksum Urgent Pointer
2 TCP Options | Padding @
b TCP Data e

> callback function telnetFilter()

e provided with the entire packet,
including the headers

* hook telnetFilter() to one of
netfilter hooks
« NF_IP_LOCAL OUT

J « NF_IP_POST ROUTING :




Implementing Simple
Packet Filter Firewall (cont.)

m  struct sk_buff (means socket buffers)
0 core structure in Linux networking
o socket buffers are the buffers where the Linux kernel
handles network packets

m packets are received by network card
o put into a socket buffer
g passed to network stack for processing

ref.. https://www.kernel.org/doc/htmldocs/networking/API-struct-sk-buff.html
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Implementing Simple
Packet Filter Firewall (cont.)

= Hook telnetFilter() to one netfilter hook

= NF_IP LOCAL O

[ NF_IP_PRE_ROUTING NF_IP_FORWARD }

[ NF_IP_LOCAL IN J
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Implementing Simple
Packet Filter Firewall (cont.)

=  Hook telnetFilter() to one netfilter hook
= NF_IP LOCAL OUT or NF_IP_ POST ROUTING

int setUpFilter (void) {
printk (KERN_INFO "Registering a Telnet filter.\n");
telnetFilterHook.hook = telnetFilter; (e — hook this callback function
telnetFilterHook.hooknum = NF_INET POST ROUTING; == |S€ this netfilter hook

telnetFilterHook.pf = PF_INET; ¢ —— .
telnetFilterHook.priority = NF_IP_PRI_FIRST; IPV4 PaCket famlly

// Register the hook.
nf_register_hook (&telnetFilterHook); —register the hook

return 0;

}

vold removeFilter (void) {
printk (KERN_INFO "Telnet filter is being removed.\n");
nf unregister_hook(&telnetFilterHook) ;

}

module_init (setUpFilter);
module exit (removeFilter);
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Testing Firewall Implementation

S sudo insmod telnetFilter.ko

S telnet 10.0.2.5

Trying 10.0.2.5...

telnet: Unable to connect to remote host: ... <= Blocked!
S dmesg

[1166456.149046] Registering a Telnet filter.
[1166535.962316] Dropping telnet packet to 10.0.2.5
[1166536.958065] Dropping telnet packet to 10.0.2.5

// Now, let’s remove the kernel module

$ sudo rmmod telnetFilter

S telnet 10.0.2.5

telnet 10.0.2.5

Trying 10.0.2.5...

Connected to 10.0.2.5.

Escape character is "7 ]'.

Ubuntu 12.04.2 LTS

ubuntu login: <« Succeeded!
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