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SYN Flooding 

Attack Rationale

◼ Server’s weak point: the half-open connection queue
◼ before 3-way handshake protocol finishes, the server stores all

the half-open connections in a queue

◼ the queue does have a limited capacity

◼ if attackers fill up this queue quickly, no space to store the

TCB (Transmission Control Block) for any new half-open

connections

◼ TCB stores the info. of connection

◼ server will NOT be able to accept new SYN packets

◼ even though the server’s CPU and bandwidth have not

reached their capacity yet

◼ nobody can connect to the server any more
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SYN Flooding 

Attack Strategy

◼ To fill up the half-open connection queue
1. continuously send a lot of SYN packets to the server

◼ consumes the space in the queue

◼ each SYN packet will cause a TCB record being

inserted into the queue

◼ let TCB record stay in the queue as long as possible

◼ events causing the dequeue of a TCB record
• the client finishes 3-way handshake protocol
• a TCB record stays inside for too long

(timeout; e.g., 40 seconds)
• server receives an RST packet for the

corresponding half-open connection

2. do not finish the third step of 3-way handshake protocol
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SYN Flooding 

Attack Strategy (cont.)

◼ To fill up the half-open connection queue
1. continuously send a lot of SYN packets to the server

◼ use random src. IP addr.

◼ otherwise easily blocked by firewall

◼ SYN+ACK packets from server might be dropped during

transmission

◼ the forged IP addr. might not be assigned to any host

◼ the half-open connections will stay in the queue until

they are timed out

◼ if SYN+ACK packets does reach a real machine, the

host sends a TCP RST packet to the server (causing to

dequeue a TCB record)

◼ common in practice; still be able to fill up the

queue
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SYN Flooding 

Attack Strategy (cont.)

◼ To fill up the half-open connection queue
1. continuously send a lot of SYN packets to the server

2. do not finish the third step of 3-way handshake protocol
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Launching SYN Flooding Attack

◼ ThreeVMs: User, Server, and Attacker

◼ Attacker’s goal: preventing Server from accepting telnet

connections from any User

◼ Before attack, do a telnet from User to Server

◼ Later, check whether SYN flooding attack affects the existing

connections

◼ On Server side
◼ turn off countermeasure called SYN cookies (enabled by

default in Ubuntu)

◼ SYN cookies: against SYN flooding attacks
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Launching SYN Flooding Attack 

(cont.)

◼ Before launching attack, check half-open connections on

server

TCP States

• LISTEN: waiting for TCP 

connection.

• ESTABLISHED: completed 

3-way handshake

• SYN_RECV: half-open 

connections

Normally, there should not be 

many half-open connections.

*There are no any half-open connections*
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Launching SYN Flooding Attack 

(cont.)

◼ Launching SYN flooding attack:
◼ send a large number of SYN packets with random src. IP addr. 

◼ Synflood (tool 76 in the Netwox)

◼ targeting server’s telnet server
◼ IP addr. 10.0.2.17

◼ port 23

       $ sudo netwox 76 –i 10.0.2.17 –p 23 –s raw

spoof at the IPv4/IPv6 level
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Launching SYN Flooding Attack 

(cont.)

◼ After running 

              $ sudo netwox 76 -i 10.0.2.17 –p 23 –s raw 

       for a while, check half-open connections again  

◼ Making an attempt to telnet to the server

targeting the same IP and port #
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Launching SYN Flooding Attack 

(cont.)

◼ SYN flooding attack doesn’t tie up server’s computing 

power
◼ check the condition of computing resources on server using 

top command

◼ CPU usage is not high; still alive and can perform other 

functions 

◼ cannot accept telnet connections only
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Launching SYN Flooding Attack 

Using C Code

◼ Write a program to send SYN flooding packets, rather than 

using Netwox tool

◼ In Sniffing and Spoofing
◼ use random numbers for src. IP addr., src port #, and seq. #

◼ Spoof SYN packets for flooding attack
◼ use random numbers for src. IP addr., src port #, and seq. #

◼ attack a web server on the target machine Server 

(testfire.net 65.61.137.117)

◼ the web server runs on port 80

◼ the target machine Server is supposed to become 

inaccessible

◼ clean browser cache first because it might display cached 

content
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Launching SYN Flooding Attack 

Using C Code

◼ Write a program to send SYN flooding packets

ip header structure

tcp header structure

ip header is in front of 

tcp header in the packet

the data offset field 

in the tcp header
windows 

size field
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Launching SYN Flooding Attack 

Using C Code

◼ Write a program to send SYN flooding packets

random src. IP addr.
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Countermeasure to Defend Against 

SYN Flooding Attack

◼ SYN Cookies (standard part of Linux)

◼ idea: not allocate resources at all after the Server has only 
received the SYN packets

◼ resources will be allocated only if the Server has received 
the final ACK packet
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Countermeasure to Defend Against 

SYN Flooding Attack

◼ SYN Cookies (standard part of Linux)

◼ after a server receives a SYN packet, it calculates a keyed hash 
(H) from the information in the packet using a secret key that 
is only known to the server. 

◼ this hash (H) is sent to the client as the initial sequence number 
from the server. (H is called SYN cookie)

◼ the server will NOT store the half-open connection in its 
queue. 

◼ if the client is an attacker, H will not reach the attacker. 

◼ if the client is not an attacker, it sends H+1 in the 
acknowledgement field. 

◼ the server checks if the number in the acknowledgement field 
is valid or not by recalculating the cookie.
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