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Ethical Wireless Hacking

 A wireless network is a set of two or more devices
connected with each other via radio waves within a limited
space range.

 The devices in a wireless network have the freedom to be
in motion, but be in connection with the network and
share data with other devices in the network.

 One of the most crucial point that they are so spread is
that their installation cost is very cheap and fast than the
wire networks.



Ethical Wireless Hacking

 Wireless networks are widely used and it is quite easy to
set them up.

 They use IEEE 802.11 standards.

 A wireless router is the most important device in a
wireless network that connects the users with the Internet.



Ethical Wireless Hacking

 In a wireless network, we have Access Points which are
extensions of wireless ranges that behave as logical
switches.



Ethical Wireless Hacking

 Although wireless networks offer great flexibility, they have
their security problems.

 A hacker can sniff the network packets without having to
be in the same building where the network is located.

 As wireless networks communicate through radio waves, a
hacker can easily sniff the network from a nearby location.

 Most attackers use network sniffing to find the SSID and
hack a wireless network.

 When wireless cards are converted in sniffing modes, they
are called monitor mode.



CommView for WiFi

 CommView for WiFi is a tool for monitoring wireless
802.11 a/b/g/n/ac/ax networks.

 To use this product, you must have a compatible wireless
adapter.

 To enable the monitoring features of your wireless adapter,
you will need to use a special driver that comes with this
product



CommView for WiFi

 Go to https://www.tamos.com/download/main/ca.php



CommView for WiFi

 Click “Download CommView for WiFi”



CommView for WiFi

 Install CommView for WiFi
 Follow all default settings



CommView for WiFi

 Install WiFi adapter driver



CommView for WiFi

 Capture handshake packets for Aircrack-ng to crack WiFi
password

 Watch https://www.youtube.com/watch?v=2BffQsIDh48
 Sometimes, you will see 3-way handshake packets. It also works.

 Export “Wireshark/Tcpdump Format” with the file name wpa.full

 There are some chances that handshake packets will not
be captured.

 In that case, you will need to continue until handshake packets are
captured.



Password Files

 Go to Common-Credentials, download one password file,
and save it on Desktop



Ethical Wireless Hacking: Aircrack-ng

 Aircrack-ng is a complete suite of tools to assess WiFi
network security.

 It focuses on different areas of WiFi security:
 Monitoring: Packet capture and export of data to text files for

further processing by third party tools
 Attacking: Replay attacks, deauthentication, fake access points and

others via packet injection
 Testing: Checking WiFi cards and driver capabilities (capture and

injection)
 Cracking:WEP and WPA PSK (WPA 1 and 2)



Ethical Wireless Hacking: Aircrack-ng

 Go to https://www.aircrack-ng.org/



Ethical Wireless Hacking: Aircrack-ng

 Click “Windows” download option



Ethical Wireless Hacking: Aircrack-ng

 Extract aircrack-ng-1.6-win.zip on Desktop



Ethical Wireless Hacking: Aircrack-ng

 Press the key combination [Windows] + [R]
 Enter “cmd” into the entry field (1)
 Press the “OK” button (2)



Ethical Wireless Hacking: Aircrack-ng

 After doing so, the cmd.exe will open with the following
screen:



Ethical Wireless Hacking: Aircrack-ng

 To start the program file (aircrack-ng), you also need to
switch to the storage location.

 Type
 cd Desktop\aircrack-ng-1.6-win\bin



Ethical Wireless Hacking: Aircrack-ng

 To start the program file (aircrack-ng), you also need to
switch to the storage location.

 Type


aircrack-ng command

password file

Captured 
handshake packets



Ethical Wireless Hacking: Aircrack-ng

 If CommView for WiFi captured packets from multiple
networks, you will need to specific the target network by
entering the index number.

 E.g., if the target network is named “Smile)”, you will enter
8 and press [Enter]



Ethical Wireless Hacking: Aircrack-ng

 Cracking begins…
 Now all you have to do is wait till you see ( KEY Found

( your key is here 😉😉 ).
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