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Ethical Wireless Hacking

A wireless network is a set of two or more devices
connected with each other via radio waves within a limited
space range.

The devices in a wireless network have the freedom to be
in motion, but be in connection with the network and
share data with other devices in the network.

One of the most crucial point that they are so spread is
that their installation cost is very cheap and fast than the
wire networks.
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Ethical Wireless Hacking

Wireless networks are widely used and it is quite easy to
set them up.

They use IEEE 802.1 | standards.

A wireless router is the most important device in a
wireless network that connects the users with the Internet.

A Wireless Router M



Ethical Wireless Hacking

In a wireless network, we have Access Points which are
extensions of wireless ranges that behave as logical

switches.
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Ethical Wireless Hacking

Although wireless networks offer great flexibility, they have
their security problems.

A hacker can sniff the network packets without having to
be in the same building where the network is located.

As wireless networks communicate through radio waves, a
hacker can easily sniff the network from a nearby location.

Most attackers use network sniffing to find the SSID and
hack a wireless network.

When wireless cards are converted in sniffing modes, they
are called monitor mode. 'M'



CommView for WiFi

CommView for WiFi is a tool for monitoring wireless
802.11 a/b/g/n/ac/ax networks.

To use this product, you must have a compatible wireless
adapter.

To enable the monitoring features of your wireless adapter,

you will need to use a special driver that comes with this
product
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CommView for WiFi

=  Go to https://www.tamos.com/download/main/ca.php

| WP acket Sndter and Anal; X | o

‘ Home .« Products - Pwrchase . Download - Support - Pariners - Contact - About Us
oFT)

WO Heenf] - 40,50

Download CommView for WiFi Featured offer
Everythin

802.11ax (Wi-Fi 6) Adapters

Adapter & BO211 Rande ¥ Faim Factor 8 Supparted 08 9

802.11ac Adapters

Aduptar ® BI21Y Bands ® Form Factor & Supported OF &

24 G OH use Wirdows Bot higher  Recommanded




CommView for WiFi

Click “Download CommView for WiFi”

| @ W Fi Packet Sndter and Angl; . X

& e com,

Products . Purchase . Download . Support - Partners . Contact - AboutUs

WO Heenf] - 40,50

Featured offer

802.11ax (Wi-Fi 6) Adapters

Adagter @ 50211 ands 9 Fatm Fackie o Supperted 01 ® Limiations w Sowtivty n a 148
Commmts o
becter) @
ietel AXDO0, AX20 240 Integrated Wirdows 10 e rated

802.11ac Adapters

Aduptar » BI21Y Bands ® Form Factor & Supported OF &

use Wirdows




CommView for WiFi

= Install CommView for WiFi
. Follow all default settings

Welcome — hod

Welcome to the CommView for
WiFi Setup Wizard.

The wizard will install CommView far Wik on your computer.

It is strongly recommended that you exit all Windows programs
before running this Setup program.

Click Cancel to quit Setup and then close any programs you have
running. Click Next to cortinue with the Setup program.

WARNING: This program is protected by copyright law and
intemational treaties.

Mext = Cancel




ommView for WiFi

= Install WiFi adapter driver

@ Drriver Installation

DRIVER INSTALLATION GUIDE

Commb\iew for WiFi is a tool for monitoring wireless 802,11 networks. You must have a compatible wireless adapter to use this product. In order to enable the
manitoring features of your wireless adapter, you will need to use the special drivers that come with this product.

When CommYiew for WiFi is not running, your adapter will be able to connect and communicate with other wireless hosts or access points, as it normally does.
When CommYiew for WiFi is running, your adapter will be put in passive, promiscuous monitoring mode with no connectivity.

The following supported, compatible adapters have been found on your computer:
- None
The following adapters that have not been tested, but that may be compatible, have been found on your computer:
- None
Please make a selection from the following options and click "Next":
| want to install the driver for my compatible adapter.
| want to test my untested adapter that may be compatible.

O | have a compatible adapter, but | have not plugged it in yet. Tell me what to do after | plug in the compatible adapter.

Next =

For your reference, you can find the complete list of supported, compatible adapters by visiting the following page:

https:/fwww.tamos.com/products/commwifi/adapterlist.php

Commb\iew for WiFi may support other adapters. If your adapter is not listed above, please refer to the online EAQ for up-to-date information.




CommView for WiFi

Capture handshake packets for Aircrack-ng to crack WiFi

password
Watch https://www.youtube.com/watch?v=2BffQsIDh48

" Sometimes, you will see 3-way handshake packets. It also works.
Export “Wireshark/Tcpdump Format” with the file name wpa.full

There are some chances that handshake packets will not

be captured.
In that case, you will need to continue until handshake packets are
captured.
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Password Files

Go to Common-Credentials, download one password file,
and save it on Desktop
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Ethical Wireless Hacking: Aircrack-ng

s Aircrack-ng is a complete suite of tools to assess WiFi
network security.

m |t focuses on different areas of WiFi security:

o Monitoring: Packet capture and export of data to text files for
further processing by third party tools
o Attacking: Replay attacks, deauthentication, fake access points and

others via packet injection

o Testing: Checking WiFi cards and driver capabilities (capture and
injection)

o Cracking:WEP and WPA PSK (WPA | and 2)
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Ethical Wireless Hacking: Aircrack-ng

Go to https://www.aircrack-ng.org/

W Aircrack-ng x +

&~ C

.aircrack-ng.org

i RACK=NG

Home : Download

Forum H

Wiki : = Aircrack-ng 1.6
GitHub : o Sources
Blog : o Windows
IRC :

e Changelog

Documentation More downloads...

Getting started

Installation
Compatibility
Screenshots
In movies
Main Docs

Misc . Fresh news

- Aircrack-ng 1.6 25 Jan 20

Support !
Resources : This release brings a ton of improvements. Along with bug fixes and improvements for a lot of tools, we have huge
Contribute : improvements under the hood thanks to code cleanup, deduplication, and reorganization of the source code. We also
Contact ' improved our buildbot, and addedd integration tests.
License

The most notable changes are in Airodump-ng, it now sees WPA3 and OWE. Its rates now takes into account

Code of Conduct s
802.11n/ac and aren't limited to 54Mbit anymore. It has PMKID detection, and some basic UTF-8 among other things.



Ethical Wireless Hacking: Aircrack-ng

Click “Windows” download option

W Aircrack-ng * +

<« C 0 B8 https://www.aircrack-ng.org
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Download
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Documentation

Getting started
Installation
Compatibility
Screenshots

In movies

Main Docs




Ethical Wireless Hacking: Aircrack-n

Home Share View Compressed Folder Tools

1 Bl » aircrack-ng-1.6-win.zip ]  Search aircrack-ng-1.6-win zip

Mame Type Compressed size Password ... Size
#F Quick access

I Desktop aircrack-ng-1.6-win File folder
; Downloads
Documents
[&] Pictures

b Music

i Videos

Ratio Date modified

1/25/2020 442 PM
g Extract Compressed (Zipped) Folders

Select a Destination and Extract Files

Files will be extracted to this folder
@ OneDrive

[ This PC

_'j 3D Objects Show extracted files when complete
[ Desktop

Documents

‘ Downloads

b Music

[&] Pictures

B videos

‘i Local Disk (&

|_j Network




Ethical Wireless Hacking: Aircrack-ng

Press the key combination [Windows] + [R]
Enter “cmd” into the entry field (1)
Press the “OK” button (2)

= the name of a program, folder, document or
- net resource, and Windows will open it for you.
Open: | cmd w
OK I Cancel Browse...




Ethical Wireless Hacking: Aircrack-ng

After doing so, the cmd.exe will open with the following
screen:

idows [Version 18.8.19842.986]

orporation. All rights reserved.




Ethical Wireless Hacking: Aircrack-ng

To start the program file (aircrack-ng), you also need to
switch to the storage location.
Type

cd Desktop\aircrack-ng-1.6-win\bin

BX Select Cormmand Prompt

Microsoft Windows [Version 18.8.19842.985]
(c) Microsoft Corporation. All rights reserved.

C:\Users\User>cd Desktophaircrack-ng-1.6-win\bin

C:\Users\User\Desktop\aircrack-ng-1.6-win\bin>_




Ethical Wireless Hacking: Aircrack-ng

= TJo start the program file (aircrack-ng), you also need to
switch to the storage location.
u Type

[Version 10.0.19042.985]
on. Al

er>cd Desktophaircrack-ng-1.6-win\bin

C:\Users\User\Desktop\aircrack-ng-1.6-win\bin>aircrack-ng -w C:\Users\User\Desktop\58@-worst-passwords.txt C:\UsersiUser\Desktop\wpa.full.cap

aircrack-ng command Captured
handshake packets

ol

password file



Ethical Wireless Hacking: Aircrack-ng

If CommView for WiFi captured packets from multiple
networks, you will need to specific the target network by
entering the index number.

Opening testl.pcaplease wait...
Read 192 packets.

F BSSID ESSID Encryption

P0:0D:58:EF:88:09 tmpAP No data - WEP or WPA
0B:0D:58:EF:88:0A Vodafone No data - WEP or WPA

3 00:0D:58:EF:88:0B vele No data - WEP or WPA
14:CC:20:C1:CB:2C Lekonora No data - WEP or WPA
24:A4:3C:FE:22:36 Inter‘telec::nrn_FREE No data - WEP or WPA

6 28:10:7B:94:BB:29 ogogo WPA (@ handshake, with PMKID)
F4:EC:38:A6:2F:EA—TPLIN WPA (@ handshake)

3 |FB:1A:67:E5:05:62 Smile) WPA (1 handshake)

dex number of target network ? [}

E.g., if the target network is named “Smile)”, you will enter

8 and press [Enter] 'M-



Ethical Wireless Hacking: Aircrack-ng

Cracking begins...
Now all you have to do is wait till you see ( KEY Found

( your key is here ).

B Command Prompt - aircrack-ng -w C\Users\User\Desktop! 500-worst-passwords.tet Chlsers\User\Desktop'
Aircrack-ng 1.6
[60:00:06] 65/499 keys tested (18.01 k/s)
Time left: 43 seconds
Current passphrase: daniel

Master Key : FE 37 1F 89 FC B 1 E4 Bb
42 86 A4 36 34 FS5 61 FE 1E

Transient Key : 18 9C C1 33 54 2E 3F 41
5 36 D1
B3 35 665 97

L L4

EAPOL HMAC : 82 15 91 @4 AC 4B 87 B6 AA
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