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Introduction to Intelligence 
Gathering

 Information gathered about a target can help refine the steps
that will come later.

 During this process, you should seek to use as many methods as
reasonable to observe and collect information about your target.

 You should be paying special attention to anything that may have
the potential to be exploited later

 Though it will take some experience to develop an eye for what is
useful and what is not.

 Eventually you should be able to pick out items that have the
potential to be helpful later in the pen testing process.

 Until you develop your “eye” and are able to detect the useful
information carefully, examine what information you are
uncovering and the details that are included.



Categorizing the Types of Information

 Generally, when investigating a client, you are seeking to collect
as much information as possible from a multitude of different
sources.

 You can expect to find a lot of information about a target,
including

 Technical information
 Operating system information, network information,

applications present, IP address ranges, and even device
information

 Additionally, you can expect to be able to locate webcams,
alarm systems, mobile devices, and much more



Categorizing the Types of Information

 Generally, when investigating a client, you are seeking to collect
as much information as possible from a multitude of different
sources.

 You can expect to find a lot of information about a target,
including

 Administrative information
 Organizational structure, corporate policies, hiring procedures,

employee details, phone directories, vendor information, and
much more.



Categorizing the Types of Information

 Generally, when investigating a client you are seeking to collect
as much information as possible from a multitude of different
sources.

 You can expect to find a lot of information about a target,
including

 Physical details
 Location data, facility data, people details, and social

interactions with individuals, to name a few.
 Expect to be able to view location details of a facility through

simple surveillance or by using resources such as Google
StreetView to gain an understanding of the layout of an area.



Categorizing the Types of Information

 Within these categories, there exists a tremendous amount of
information to be unearthed.

 The question is how much of it is useful and how much could
you be overlooking.

 In fact, be prepared to experience something known as
“information overload,” which is where you become
overwhelmed by the amount of data being collected to the
point where it cannot be processed effectively (if at all).



Categorizing the Gathering Methods

 Information gathering typically falls into three categories.
 Passive

 Passive methods are those that do not interact with or engage
the target.

 By not engaging the target, the hope is that they are given little
or no indication of your impending attack.

 Active
 Methods that fall into this category are making phone calls to

the company, help desk, employees, or other personnel.
 Anything that requires you to actively engage the target would

fit into this category.



Categorizing the Gathering Methods

 Information gathering typically falls into three categories.
 Open Source Intelligence Gathering

 As far as intelligence gathering goes, open source or passive
information gathering is the least aggressive.

 Basically, the process relies on obtaining information from
those sources that are typically publicly available and out in the
open.

 Potential sources include newspapers, websites, discussion
groups, press releases, television, social networking, blogs, and
innumerable other sources.



Testing for Information Gathering

 Understanding the deployed configuration of the server hosting
the web application is almost as important as the application
security testing itself.

 After all, an application chain is only as strong as its weakest link.

 Application platforms are wide and varied, but some key
platform configuration errors can compromise the application in
the same way an unsecured application can compromise the
server.



Conduct Search Engine Discovery for 
Information Leakage: Summary

 There are direct and indirect elements to search engine
discovery.

 Direct methods relate to searching the indexes and the associated
content from caches.

 Indirect methods relate to gleaning sensitive design and
configuration information by searching forums, newsgroups, and
tendering websites.



Conduct Search Engine Discovery for 
Information Leakage: Test Objectives

 To understand what sensitive design and configuration
information of the application/system/organization is exposed
both directly (on the organization’s website) or indirectly (on a
third party website).



Conduct Search Engine Discovery for 
Information Leakage: How to Test

 Use a search engine to search for:
 Network diagrams and configurations
 Archived posts and emails by administrators and other key staff
 Log on procedures and username formats
 Usernames and passwords
 Error message content
 Development, test, UAT and staging versions of the website



Conduct Search Engine Discovery for 
Information Leakage: Search Operators

 Using the advanced “site:” search operator, it is possible to
restrict search results to a specific domain

 Do not limit testing to just one search engine provider as they
may generate different results depending on when they crawled
content and their own algorithms.

 Consider using the following search engines:
 Baidu
 binsearch.info
 Bing
 Duck Duck Go
 Startpage
 Google
 Shodan
 PunkSpider



Conduct Search Engine Discovery for 
Information Leakage: Example

 To find the web content of testfire.net indexed by a typical
search engine, the syntax required is:

site:testfire.net



Conduct Search Engine Discovery for 
Information Leakage: Example

 To display the index.html of testfire.net as cached, the syntax is:
cache:testfire.net



Fingerprint Web Server: Summary

 Web server fingerprinting is a critical task for the penetration
tester.

 Knowing the version and type of a running web server allows
testers to determine known vulnerabilities and the appropriate
exploits to use during testing.

 There are several different vendors and versions of web servers
on the market today.

 Knowing the type of web server that is being tested significantly
helps in the testing process and can also change the course of
the test.



Fingerprint Web Server: Summary

 This information can be derived by sending the web server
specific commands and analyzing the output, as each version of
web server software may respond differently to these
commands.

 By knowing how each type of web server responds to specific
commands and keeping this information in a web server
fingerprint database, a penetration tester can send these
commands to the web server, analyze the response, and
compare it to the database of known signatures.



Fingerprint Web Server: Test Objectives

 Find the version and type of a running web server to determine
known vulnerabilities and the appropriate exploits to use during
testing.



Fingerprint Web Server: How to Test

 The simplest and most basic form of identifying a web server is
to look at the Server field in the HTTP response header.

 Netcat
 Netcat is a featured networking utility which reads and writes data

across network connections, using the TCP/IP protocol.
 It is designed to be a reliable "back-end" tool that can be used

directly or easily driven by other programs and scripts.
 At the same time, it is a feature-rich network debugging and

exploration tool, since it can create almost any kind of connection
you would need and has several interesting built-in capabilities.



Fingerprint Web Server: Netcat

 We will use the following syntax for nc command.

netcat options destination port

 options used to set some special behavior like timeout, help, etc.
 destination is used to specify remote system IP or Hostname
 port is the remote system port number



Fingerprint Web Server: Netcat

 Help

netcat -h

 netcat command provides a lot or different potions



Fingerprint Web Server: Netcat

 Port Scan

netcat -z -v destination port#_range

 -z option: zero-I/O mode
 -v option: detailed information



Fingerprint Web Server: Netcat
Tutorial

 If you are new to netcat, please find some netcat tutorials to
study.

 For your reference, I upload one netcat tutorial on Blackboard.

 You also can find some other netcat tutorials online for study.
 All netcat tutorials are very similar.



Fingerprint Web Server: Example

 Look at the Server field in the HTTP response header to
identify a web server



Fingerprint Web Server: Example

 Look at the Server field in the HTTP response header to
identify a web server



Fingerprint Web Server: Example

 Look at the Server field in the HTTP response header to
identify a web server



Enumerate Applications on 
Webserver: Summary

 A paramount step in testing for web application vulnerabilities is
to find out which particular applications are hosted on a web
server.

 Many applications have known vulnerabilities and known attack
strategies that can be exploited in order to gain remote control
or to exploit data.

 In addition, many applications are often misconfigured or not
updated, due to the perception that they are only used
“internally” and therefore no threat exists.



Enumerate Applications on 
Webserver: Test Objectives

 Enumerate the applications within scope that exist on a web
server



Enumerate Applications on 
Webserver: How to Test

 While web applications usually live on port 80 (http) and 443
(https), there is nothing magic about these port numbers.

 In fact, web applications may be associated with arbitrary TCP
ports, and can be referenced by specifying the port number as
follows: http[s]://www.example.com:port/.

 For example, http://www.example.com:20000/.



Enumerate Applications on 
Webserver: How to Test

 It is easy to check for the existence of web applications on non-
standard ports.

 A port scanner such as nmap is capable of performing service
recognition by means of the -sV option, and will identify http[s]
services on arbitrary ports.



Enumerate Applications on 
Webserver: Example

 It is easy to check for the existence of web applications on non-
standard ports.

 A port scanner such as nmap is capable of performing service
recognition by means of the -sV option, and will identify http[s]
services on arbitrary ports.



Review Webpage Comments and 
Metadata for Information Leakage: 
Summary

 It is very common, and even recommended, for programmers to
include detailed comments and metadata on their source code.

 However, comments and metadata included into the HTML
code might reveal internal information that should not be
available to potential attackers.

 Comments and metadata review should be done in order to
determine if any information is being leaked.



Review Webpage Comments and 
Metadata for Information Leakage: 
Test Objectives

 Review webpage comments and metadata to better understand
the application and to find any information leakage.



Review Webpage Comments and 
Metadata for Information Leakage: 
How to Test

 HTML comments are often used by the developers to include
debugging information about the application.

 Sometimes they forget about the comments and they leave
them on in production.

 Testers should look for HTML comments which start with “”.



Review Webpage Comments and 
Metadata for Information Leakage:
Example

 Check HTML source code for comments containing sensitive
information that can help the attacker gain more insight about
the application.

 It might be SQL code, usernames and passwords, internal IP
addresses, or debugging information.
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