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Sybil Attack in RPL-Based Internet of Things:
Analysis and Defenses

Cong Pu

Abstract—OQver the past few years, Internet of Things (IoT) has
emerged as a promising paradigm that connects various physi-
cal devices to the Internet, and contributes to the development
of countless next-generation applications. As a major enabler for
IoT, IPv6-based low-power and lossy networks (LLNs) have been
receiving considerable attention as a mature solution for scalable
data collection in a ubiquitous computing and communication
infrastructure. In order to provide efficient point-to-multipoint
and multipoint-to-point communication, a novel routing protocol
for LLNs, also well known as RPL, has been proposed and stan-
dardized. Nonetheless, due to devices’ constraints on processing
power, memory, and energy, and the lack of specific security
models of the RPL routing protocol, LLNs become an ideal
target for various security attacks. In this article, we propose
a Gini index-based countermeasure, also called GINI, to effec-
tively detect and mitigate sybil attack in RPL-based LLNs, where
the malicious node multicasts an excessive number of DODAG
information solicitation (DIS) messages with different fictitious
identities to cause the legitimate nodes to restart the Trickle
algorithm frequently and broadcast a large number of DODAG
information object (DIO) messages to quickly drain the limited
energy resource of legitimate nodes. We also present a simple
analytical model and its numerical results in terms of detection
rate. We evaluate the proposed GINI countermeasure through
extensive simulation experiments using OMNeT++ and compare
its performance with two existing schemes, SecRPL and two-
step detection. The simulation results show that the proposed
GINI countermeasure can not only improve the detection rate
and detection latency but also reduce energy consumption, indi-
cating a viable approach against sybil attack in the IoT. For
continuous improvement and future research, we further discuss
the proposed GINI countermeasure in terms of design features,
design constraints, and possible extensions.

Index Terms—Denial of Service (DoS), Gini index, Internet of
Things (IoT), low-power and lossy networks (LLNs), RPL, sybil
attack.

I. INTRODUCTION

HE VISION of Internet of Things (IoT) foresees a future
Tcommunication paradigm in which information systems
will be seamlessly integrated with heterogeneous smart sensors
and objects that are capable of communicating with each other
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without human intervention [1]. These smart and connected
devices generate data that will be utilized by IoT applications
to aggregate, analyze, and deliver insight, which helps to drive
more informed decisions and actions. IoT applications are
expected to penetrate a variety of civilian and military appli-
cation areas, such as smart grid, smart transportation, smart
cities, smart home, etc. For example, in a smart city environ-
ment, many radio frequency (RF) transmitters and receivers
are deployed, and the goal of the military is to explore the
potential to exploit civilian IoT software-defined radio infras-
tructure as RF sensors to attain information dominance [2].
According to Cisco, the IoT market has grown for some time
and is due to reach 31 billion connected devices by 2020 and
75 billion devices by 2025 [3]. The McKinsey Global Institute
forecasts the economic impact of I0T reaching as high as $11
trillion by 2025, and a massive chunk of that is predicted
to live in business and industrial applications [4]. By lever-
aging edge and fog computing, a variety of communication
solutions, and various network architectures, we envision that
wirelessly connected smart devices in the realm of IoT will
enhance information accessibility and availability as well as
improve our life further.

In the context of promptly emerging IoT applications,
IPv6-based low-power and lossy networks (LLNs) composed
of a myriad of multisized and various resource-constrained
devices endowed with the capabilities of sensing, comput-
ing, and wireless communicating represent a key enabler for
IoT deployments. For example, in order to support a num-
ber of advanced smart-grid applications and its benefit as a
true multiservice platform, Cisco proposes an open-standards-
based IPv6 architecture for the smart-grid field area network
deployments that make use of or are built on the IPv6 tech-
nology and LLNs [5]. However, wide distribution, openness,
and limited resource make smart meters, distribution automa-
tion devices, and smart-grid field area networks look especially
attractive to attackers and become an ideal target for cyber-
attacks [6]. Therefore, security and specifically the ability to
detect compromised devices, together with securing the rout-
ing functionalities and collecting and preserving evidence of
an attack or malicious activities emerge as a priority in the
successful deployment of IoT applications.

As the demand for providing Internet connectivity to
resource-constrained devices and efficiently constructing reli-
able routes over lossy wireless links increase, a novel routing
protocol for LLNs, also referred to as RPL [7], has been
proposed by Internet Engineering Task Force (IETF) working
group. One of the design features of RPL is that the protocol is

2327-4662 © 2020 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.
See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Oklahoma State University. Downloaded on March 31,2022 at 09:52:58 UTC from IEEE Xplore. Restrictions apply.


https://orcid.org/0000-0002-7952-0038

4938

flexible and dynamic so that it can operate in harsh environments
with low-speed links potentially experiencing high error rates,
while generating very low control plane traffic. In addition, RPL
offers other attractive features such as the Trickle algorithm lim-
iting the chattiness of control plane, various routing metrics for
dynamic link and node, and multitopology routing. However,
RPL was not originally designed with the consideration of secu-
rity requirements for cyberattacks, and security mechanisms
are also optional to implement because they greatly affect the
performance of resource-constrained devices [8]. Thus, RPL-
based LLNs are vulnerable to various denial-of-service (DoS)
attacks that primarily target service availability by disrupting
network routing protocols [9].

In this article, we present and investigate a potential DoS
attack, which is a sybil attack, in RPL-based LLNs. In a sybil
attack, the malicious node multicasts an excessive number of
DODAG information solicitation (DIS) messages with differ-
ent fictitious identities to cause the legitimate nodes to restart
the Trickle algorithm frequently and broadcast a large number
of DODAG information object (DIO) messages. In RPL, DIS
and DIO are control messages necessary to build the routing
topology. As a result, immoderate receiving and broadcasting
control messages drain the limited energy resource of legiti-
mate nodes, and finally cause the legitimate nodes to be unable
to communicate and suffer from denial of service. The sybil
attack primarily targets the vulnerability of the DIO transmis-
sion mechanism in RPL by violating an implicit assumption,
i.e., all legitimate nodes unhesitatingly and faithfully broadcast
a DIO message when they receive a DIS message without a
Solicited Information option, or with a Solicited Information
option and all matched predicates in the Solicited Information
option. In light of these, we propose a Gini index-based coun-
termeasure to effectively detect and mitigate sybil attack. Our
contributions are summarized as follows.

1) We present an overview of the RPL routing proto-
col, analyze the vulnerabilities of the DIO transmission
mechanism and Trickle algorithm, and identify a poten-
tial and severe DoS attack, which is sybil attack. To show
the serious performance impact of sybil attack in RPL-
based LLNs, preliminary simulation results in terms of
energy consumption and changes of the DIO timeout
period are also provided.

2) We propose a novel countermeasure and its correspond-
ing techniques based on the Gini index theory, also
referred to as GINI, against sybil attack. The basic idea
of the GINI is to measure the dispersity of the identi-
ties in the received DIS messages to detect sybil attack.
We also analyze the Gini index theory with its numer-
ical results to show how the Gini index theory can be
applied to the detection of sybil attack.

3) We propose a simple analytical model of the GINI and
show its numerical results in terms of detection rate.
We also revisit the existing SecRPL scheme [10] and
the two-step detection approach [11], and modify them
to work in the framework for performance comparison.
In addition, we discuss the proposed GINI countermea-
sure in terms of design features, design constraints, and
possible extensions for future research.
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We develop a discrete event-driven simulation framework by
using OMNeT++ [12] and evaluate its performance through
extensive simulation experiments in terms of detection rate,
detection latency, and energy consumption. The simulation
results indicate that the proposed countermeasure can not only
accurately detect and mitigate sybil attack but also signifi-
cantly improve the performance in terms of detection rate,
detection latency, and energy consumption.

The remainder of this article is organized as follows. An
overview of existing and relevant literature is provided in
Section II. The basic RPL operations and its potential vulnera-
bilities are presented and analyzed in Section III, respectively.
Section IV focuses on the adversarial model and the proposed
countermeasure. An analytical model and its numerical results
are presented in Section V. Extensive simulation experiments
are provided and analyzed in Section VI. We further dis-
cuss the proposed countermeasure in terms of design features,
design constraints, possible improvement, and the immunity
to other attacks in Section VII. Finally, concluding remarks
with future research direction are provided in Section VIIL

II. RELATED WORK

In this section, we analyze a variety of existing security attacks
and countermeasures in LLNs and similar environments.

A significant amount of research work has mainly focused
on developing countermeasures to defend against different
attacks in various environments, such as the camouflage-
based detection against selective forwarding attack in energy
harvesting motivated networks (EHNets) [13], [14], the
acknowledgment-based approach against stealthy collision
attack in EHNets [15], the single checkpoint-assisted approach
against selective forwarding attack in wireless sensor networks
(WSNs) [16], the DSR-based bait detection scheme against
routing misbehaviors in mobile ad hoc networks [17], the
jamming-resilient multipath routing protocol against jamming
attack in flying ad hoc networks [18], the countermeasure
against interest flooding attack in named data networking [19],
[20], the RPL-based secure routing protocol against rank
manipulation attack in IoT [21], the optimization model with
optimal resources usage and security guarantee in WSNs [22],
the optimization framework with security and quality of
services (QoS) guarantee in WSNs [23], and the multichannel
operation-based approach against beacon jamming attack in
vehicular ad hoc networks (VANETS) [24].

With the emergence of IoT and rapidly proliferating IoT appli-
cations, investigating potential attacks in RPL-based LLNs has
been a top priority over the past few years. Ghaleb et al. [10]
presented a DODAG destination advertisement object (DAO)
insider attack in RPL’s IoT networks, where a malicious node
sends fake DAO control messages to its parent nodes period-
ically to trigger parent nodes to forward the fake messages
upward to the root node. Extensive simulation results showed
that this attack can have a detrimental side effect on the
performance of RPL’s IoT networks, such as increasing power
consumption and latency and reducing reliability. Murali and
Jamalipou [25] modeled the sybil attack using the artificial
bee colony algorithm and then proposed an intrusion detection
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algorithm against the sybil attack in the IoT. Since the sybil
attack is a population-based attack and the foraging behavior of
fictitious identities is similar to the foraging behavior of honey
bees, a sybil attack is modeled into five phases, namely, the
initialization phase, the fitness factor computation, the compro-
mising or fabricating phase, the contagious phase, and the hive
selection and launching phase. To detect the sybil attack, three
new variables, namely, nonce ID, control message counter, and
timestamps, are added in the DIO control message. The nonce
ID is allocated to each node when it joins the network, and
also broadcasted with a unique destination-oriented directed
acyclic graph (DODAG) ID to the neighbor nodes. If the
nonce ID and DODAG ID in the received message do not
match with the previous record, there is a potential possibility
of a sybil attack. Control message counter and timestamps are
used to track the number of received control messages and the
time of arrival of received control messages to detect the sign
of the sybil attack, respectively. In [26], a time-based trust-
aware RPL routing protocol (SecTrust-RPL) was proposed and
implemented to protect [oT against sybil attack as well as rank
attack. The basic idea of SecTrust-RPL is that each node com-
putes the trustworthiness of its direct neighbors based on the
direct trust value and the recommended trust value. The neigh-
bor nodes with higher trust values are chosen to be involved
in routing operations, while nodes with lower trust values are
categorized either as malicious nodes who launch destructive
and devastating attacks or selfish nodes who seek to preserve
their resources.

In [27], a comprehensive characteristic analysis of sybil
attack in the IoT was provided. The entire process of sybil
attack was classified into three phases as compromise, deploy-
ment, and launching phases based on the nature of attack
operations. The proposed sybil attack modeling can be used
to better understand various states that a sybil attacker under-
goes, and the possible action it takes in each state. However, it
is quite challenging to adapt it in the design of sybil attack in
RPL-based LLNs, where all nodes are constrained in terms
of processing power, memory, and energy. Yao er al. [28]
first investigated an advanced sybil attack in VANETSs where
the sybil attacker conducted power control to deliberately
change transmission powers to avoid being detected by the
received signal strength indication (RSSI)-value-based coun-
termeasure. Then, they proposed a power control identification
sybil attack detection scheme to find anomalous variations
in the RSSI time series, which were used to identify sybil
attackers via a linear support vector machine classifier. Unlike
prior RSSI-based techniques that assume a constant trans-
mission power, the authors considered sybil attackers who
performed power control to launch the attack. This is the
first study that investigated the sybil attack with varying trans-
mission powers in VANETSs. However, the proposed detection
scheme was designed based on the support vector machine
classification method to differentiate sybil nodes from normal
nodes, which is not suitable for resource-constrained nodes in
RPL-based LLNs. Al-Qurishi et al. [29] proposed a prediction
system that could be leveraged in the manipulation of the
deep-learning solution model solving the problem of sybil
attack in social network, where a data harvesting module, a

4939

feature extracting mechanism, and a deep-regression model
were functioning in a systematic form to analyze and evaluate
user’s profiles. The proposed approach can not only provide
an accurate sybil detection decision by analyzing and evalu-
ating user’s profiles in the social network but also introduces
a long detection latency because of data collection. In [30], a
distributed approach using the traffic flow theory was proposed
to detect sybil attack in VANETS, where each vehicle mon-
itored its neighborhood in order to detect an eventual sybil
attack by comparing between the real accurate speed of the
vehicle and the one estimated using the vehicle-to-vehicle
communications with vehicles in the vicinity. However, this
approach requires implicit monitoring and a large number of
message exchanges between vehicles, which introduce a sig-
nificant amount of energy consumption. Compared to the prior
approaches, the proposed GINI countermeasure is designed
with a lightweight detection technique without introducing
extra energy consumption. In addition, the GINI can quickly
respond to the change of network traffic to further reduce the
impact of sybil attack in the network.

Vasudeva and Sood [31] presented a survey on countermea-
sures offered to defend MANETSs, WSNs, and WMNs from
sybil attack. The investigated defense mechanisms were cate-
gorized into symmetric cryptography using a central authority,
random key predistribution, radio resource testing, received sig-
nal strength indicator, time difference of arrival, neighborhood
data, and energy trust-based system. A survey of sybil attacks
and their defense schemes in the IoT was provided in [32],
where three types of sybil attacks with different characteris-
tics, including social structures and behaviors were identified.
In [33], a detailed review of RPL standard along with recently
identified security attacks and their mitigation methods were
provided. Lu and Xu [34] investigated the important aspects
of IoT cybersecurity, such as the state of the art of the current
position and potential future directions, the major countermea-
sures against IoT attacks, and the applications in industries. In
addition, a four-layered IoT cybersecurity infrastructure and a
taxonomy of attacks on IoT cybersecurity were provided.

In summary, various attacks and their countermeasures have
been well studied in various networks and similar environ-
ments. However, little attention has been paid to sybil attack
and corresponding countermeasure in RPL-based LLNs.

III. RPL ROUTING PROTOCOL AND SYBIL ATTACK
A. Overview of RPL Routing Protocol

In order to provide a specific routing solution for LLNs,
where a set of resource-constrained devices (later nodes) com-
municate directly or indirectly through lossy links with a high
packet error rate and link outages, a novel distance vector and
source routing protocol, named RPL, was proposed in [7].
RPL organizes nodes in one or more DODAGs to maintain the
network state information. Each DODAG consists of a number
of normal nodes and one DODAG root, and is distinguished by
RPL Instance ID, DODAG ID, and DODAG version number.
In DODAG, normal nodes collaboratively collect and forward
information to the DODAG root, while the DODAG root is
responsible for connecting to the Internet.
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(a) New node nj;, multicasts the DIS message to probe for the DIO message from adjacent nodes to join the network. (b) Example of the Trickle

algorithm at ng, where upward arrows represent emitted DIO messages and downward arrows represent received DIS messages. (¢) Malicious node n,; multicasts
multiple DIS messages to launch sybil attack, where overlapped red and blue arrows represent multiple DIS messages and DIO messages, respectively.

RPL relies on four types of control messages to estab-
lish and manage DODAG: 1) DODAG information object
(DIO); 2) DODAG destination advertisement object (DAO);
3) DODAG information solicitation (DIS); and 4) DODAG
destination advertisement object Ack (DAO-Ack). After the
deployment of LLNs, the DODAG root will first issue a DIO
control message to construct a DODAG and build upward
routes directed from other nodes to the DODAG root. The DIO
control message includes the DODAG root’s ID, the rank of
the DODAG root, and an Objective Function which describes
the routing metrics and constraints. When a node receives the
DIO message and is willing to join the DODAG, it adds the
sender of DIO message to its parent list, computes its own
rank according to the piggybacked Objective Function, and
passes on the DIO message with the updated rank information.
In RPL, the rank is used to imply the node’s position rela-
tive to other nodes with respect to a DODAG root. When the
DIO message reaches the border node, the upward route is
built and each node can send/forward the information to the
DODAG root through its parent list. In order to build end-
to-end communication (downward routes) from the DODAG
root to other nodes, the border node needs to issue a DAO
control message to propagate reverse route information and
record the nodes visited along the upward routes. After receiv-
ing the DAO message, the DODAG root replies a DAO Ack
(DAO-Ack) message as a unicast packet to the source of DAO
message. If a new node wants to join the existing DODAG, it
can request topology information from the adjacent nodes in
the existing DODAGs by multicasting a DIS control message
without a Solicited Information option, or with a Solicited
Information option and all predicates matched in the Solicited
Information option.

In order to share the topology and routing information among
nodes in DODAG, each node periodically broadcasts DIO mes-
sages according to the Trickle algorithm [35]. The Trickle
algorithm is a density-aware local communication primitive
with an underlying consistency model to dynamically guide
and adjust the emission of DIO messages to achieve the goal of
reducing energy consumption through minimizing the redun-
dant DIO messages. In other words, the emission rate of DIO
messages is dynamically adjusted according to the stability of
routing information. More specifically, if a node receives the
DIO message piggybacked with the routing information that is
consistent with its currently stored information, it reduces the

emission rate of the DIO message. When the DIO message pig-
gybacked with inconsistent routing information is received, the
node increases its emission rate of DIO message. Additionally,
a DIS message which is used by a new node who wants to join
the existing DODAG is also considered as inconsistent routing
information, since the network topology will be changed after
the new node successfully joins the DODAG.

As shown in Fig. 1(a), suppose that a new node nj, wants to
join the existing DODAG, and then broadcasts a DIS message.
When an adjacent node, e.g., ny receives the DIS message
from ny, it terminates the scheduled emission of DIO mes-
sage, and restarts the Trickle algorithm from a period of a
minimum length #pni,. Here, the Trickle algorithm is shown
in Fig. 1(b), where the time is divided into periods of vari-
able length. Usually, the node schedules the emission of DIO
message at a random time f.,y in the second half of each
period, and then listens to wireless channel for inconsistent
routing information (e.g., DIS message from a new node). If
the node does not receive a DIS message or inconsistent rout-
ing information until #4,y, it broadcasts the scheduled DIO
message, and then doubles the length of the current time
period. This will continue until the length of the time period
reaches a previously defined maximum length f,,x. Otherwise,
the transmission of the scheduled DIO message is terminated
and the period starts over from a minimum length fpi,. As
shown in Fig. 1(b), ny receives the DIS message within the
fourth period, the Trickle algorithm restarts again from #npip.

B. Sybil Attack

In RPL, a new node utilizes the Solicited Information option
and DIS messages to request DIO messages from neigh-
boring nodes to join the existing DODAG. In addition, a
new node can specify the number of predicate criteria in
the Solicited Information option to be matched by a receiv-
ing node to achieve the goal of limiting the number of DIO
replies. However, the DIS transmission mechanism can be
exploited by an adversary to attack the network as well. If
the malicious node generates and multicasts a large number
of DIS messages piggybacked with different fictitious identi-
ties, all receiving nodes will believe that new nodes want to
join the network, and then restart the Trickle algorithm from
the beginning repeatedly and broadcast an excessive number
of DIO messages. For example, in Fig. 1(c), suppose that n,,
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Fig. 2. Performance of (a) energy consumption and (b) DIO timeout period
against elapsed simulation time, where exp() is an exponential function.

is a malicious node and multicasts multiple DIS messages
piggybacked with randomly generated different fictitious iden-
tities to all its neighbor nodes n., ny, and n,. When the
neighbor node, e.g., ny receives multiple DIS messages with
different identities, it believes that multiple new nodes wish to
join the network and request for current network information.
According to RPL, ny restarts the Trickle algorithm from fmin
repeatedly, and then broadcasts multiple DIO messages piggy-
backed with current network information at a random time in
the second half of #i. As a result, ny receives an excessive
number of DIS messages and broadcasts a large number of
DIO messages, which significantly exhausts energy resource
and communication bandwidth, and finally causes ny to run
out of its energy and suffer from denial of service.

In Fig. 2, we measure the total energy consumption of n,,
ny, and ng and the DIO timeout period of ny against simulation
time by changing sybil attack rate (sybil, ), where the network
topology shown in Fig. 1(c) is considered for the simulation of
preliminary results. In this article, the sybil attack rate sybil,
is the frequency that the malicious node multicasts a DIS mes-
sage piggybacked with randomly generated fictitious identity.
As shown in Fig. 2(a), the total energy consumption of n,, ny,
and ng without sybil attack [sybil,q = exp(0 pkt/s)] is sig-
nificantly lower than the total energy consumption under sybil
attack. This is because sybil attack launched by malicious node
My, causes ne, ny, and ng to receive and broadcast more con-
trol messages, consuming a significant amount of energy. In
addition, the total energy consumption of n,, ny, and ng under
sybil attack increases as the sybil attack rate increases from
sybil g = 0.5 pkt/s to sybil,y = 4.0 pkt/s. With a larger sybil
attack rate, more DIS messages with fictitious identities are
generated and multicasted by malicious node n,,. As a result,
ne, ny, and n, receive a large number of DIS messages and
broadcast the corresponding number of DIO messages, which
consumes more energy. In Fig. 2(b), we observe the change
of timeout period of emitting DIO message without and with
sybil attack. As shown in Fig. 2(b), without sybil attack, the
timeout period of emitting DIO message is fluctuating between
fmin = 0.1 s and fpax = 110 s because the network experi-
ences regular topology changes. However, with sybil attack
rate sybil,y = exp(2.0 pkt/s) or exp(3.0 pkt/s), the timeout
period of emitting DIO message is always changing around the
smallest time period tmin. This is because malicious node n,,
frequently multicasts DIS messages with fictitious identifies to
trigger the Trickle algorithm restart from fpip.
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IV. PROPOSED GINI INDEX-BASED APPROACH

In this section, we first present the adversarial model and
then propose a Gini index-based countermeasure, also referred
to as GINI, to detect and mitigate the sybil attack.

A. Adversary Model

We consider an LLN running with RPL, where a set of
resource-constrained nodes and one DODAG root communi-
cate directly or indirectly through lossy links. Each node is
uniquely identified by a node ID, e.g., a media access control
(MAC) address (48 b). For simplicity, we assume that RPL
only maintains one DODAG structure rooted at the DODAG
root in this article. An adversary is able to capture and compro-
mise a legitimate node, gain access to all stored information
including public and private keys, and reprogram it to behave
maliciously. In addition, the malicious node may create the fic-
titious identities derived either from its own MAC address or
a randomly generated fake MAC address. Due to the constant
size of the MAC address (e.g., 48 b), it is not guaranteed that
every randomly generated fictitious identity is different from
all real MAC addresses used in the network. However, the
probability of generating a fake MAC address which is the
same as the existing address in the network will be extremely
low and close to zero, because the 24-b address space con-
tains 22 possible MAC addresses' [36]. Thus, we implicitly
assume that the randomly generated fictitious identity does not
exist in the network and will be considered as a new identity
by legitimate nodes.

B. Gini Index-Based Countermeasure

The basic idea of the proposed GINI countermeasure is to
use the statistical properties of identities to detect and mitigate
the sybil attack. To be specific, the GINI measures the disper-
sity of the identities in the received DIS messages to detect
whether there is a sybil attack based on the Gini index the-
ory [37]. If so, the GINI triggers the attack mitigation process
to eliminate the sybil attack.

First, each node records a trace of the received DIS
messages from newly joined nodes during each observation
window period w and maintains a new node trace table (TT) to
monitor any potential DIS message forwarding misbehavior of
its neighbor nodes. Due to the limited storage space, the traces
recorded in the previous observation window period, where the
traces timestamped less than 7c, — w, will be evicted from the
table. Here, 7 is the current system time, and w is a system
parameter and its impact on the performance is observed in
Section VI. An entry of the TT consists of node identity in the
received DIS message (nmac) and timestamp (ts). For example,
in Fig. 1(a), a new node nj, wants to join the existing network,
so it multicasts a DIS message to probe for the DIO messages
from adjacent nodes. When an adjacent node, e.g., ny, receives
the DIS message, it first records the received DIS message and
adds an entry into the TT, TT; = TTy U [ny, feur]. Then, it

ITraditional MAC addresses are 48 b. The leftmost 24 b called a “prefix” is
associated with the manufacturer, which is assigned by the IEEE. The right-
most 24 b of a MAC address represent a manufacturer-assigned identification
number for the specific device.
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terminates the scheduled transmission of DIO message, restarts
the Trickle algorithm from a period of a minimum length
min, and then broadcasts the DIO message piggybacked with
current routing information.

Second, when an observation window w ends, each node
measures the dispersity of new nodes’ identities based on the
Gini index theory [37]. The Gini index is an impurity-based
criterion that measures the divergence between the probabil-
ity distributions of the target attribute’s value. Suppose that
a set D contains samples from N classes, and p; is the rela-
tive frequency of samples in class i in D. The Gini impurity
Gini(D) is then defined as

N
Gini(D) = 1 — Zpl?. 1)
i=1
The Gini impurity reflects the impurity level of a set of
information. Specifically, when the samples are equally dis-
tributed among all N classes, Gini(D) reaches the maximum
value (1 —(1/N)). However, Gini(D) reaches the minimum
value zero when all samples belong to one class. In this arti-
cle, we use the Gini impurity to measure the dispersity of
new nodes’ identities in the received DIS messages and detect
the potential sybil attack. If there is no sybil attack, the Gini
impurity of the identities of newly joined nodes varies in a
normal range, since the number of newly joined nodes is
small, and the identities have a relative stable distribution.
When a sybil attack exists in the network and the attacker
multicasts an excessive number of DIS messages with differ-
ent fictitious identities, the Gini impurity of the identities in
the received DIS messages will be influenced and exceeds the
normal range.

In light of these, the entire identity set or MAC address
space (22%) is equally divided into N classes, each node obtains
the identities of the received DIS messages from the TT and
calculates the probability distribution of identities in the iden-
tity class i within observation window period w. We define D;
as the set of new nodes’ identities in the ith observation win-
dow period '. Then, each node computes the Gini impurity of
the identities in the received DIS messages within o' according
to (1), and compares Gini(D;) with the previous observation
window period’s Gini impurity Gini(D;—1) according to

Gini(D;)—Gini(Di_1)

— > ThGini i
Gini(D;— g
Atk(D;) = Gini(Di)—(Ginil()l)i_l) — Thee 2)
, Gini(Di_1) <= Gini, i-

Here, Atk(D;) = 1 indicates that there is a potential sybil attack
existing in the network. Thgipi, ; is a threshold value updated
by the low-pass filter with a filter gain constant «

Thgini, i = o - Theh; + (1 — @) - Thaini, i—1 3)

where Thaniii is the average threshold value of the Gini impu-
rity over all past observation window periods, and Thgini, i—1
is the threshold value of the Gini impurity in the (i — 1)th
observation window period.

Third, once the sybil attack is detected by the Gini impu-
rity detection mechanism, the attack mitigation procedure will
be triggered to mitigate the sybil attack by limiting the DIO
message replying rate. In order to take into account the actual
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state of the network and react to varying attack patterns
quickly, we propose to utilize an adaptive DIO message reply-
ing rate to determine how many DIO messages should be
replied within each observation window. The node who detects
a sybil attack will construct an Alert packet and broadcast it
to all adjacent nodes to announce the potential sybil attack
nearby. When a node receives the Alert packet, it will reduce
the DIO message replying rate in the next observation window
according to the function A4, which has the following form:

Xdio =54+ Q- el—detatky 4)

where 8§, ¢, and y are system parameters. Here,  is an
asymptote to ensure that the A%° never reach 0, so that the
6 number of DIS messages can be replied even when the
sybil attacker aggressively performs an attack. ¢ is used to
quickly increase the DIO replying rate if there is no sybil
attack. y has an impact on the change of A4°, and a larger
value for y leads to a smaller A4 being reached quicker gen-
erally. In Section VI, § =3, ¢ =5, and y = 0.5 are adopted.
det,k is the accumulated detection rate of sybil attack, and is
represented as

Catk

detyk = &)

Cwin

where ¢,k is the total number of detected sybil attack accord-
ing to (2) and cyip is the total number of observation windows.
The rationale behind this design is that the DIO message
replying rate A%° can change based on network conditions.
If an attacker is aggressive, the DIO message replying rate
14 drops quickly and increases slowly once the attack stops.
If there is no sybil attack, the DIO message replying rate 14
can be maintained at a high level. When the total number of
detected sybil attack reaches a certain threshold value &, the
detecting node will broadcast an Isolate packet to its one-hop
neighbor nodes to prevent them from receiving any DIS mes-
sages from the local area. For example, in Fig. 1(c), ny can
decide whether to reply the received DIS message based on
A4 during each observation window. If n,, continues to per-
form sybil attack, the A9° will quickly drop, indicating many
received DIS messages will be ignored. If the sybil attack
disappears for a certain amount of time (e.g., two continu-
ous observation windows), ny will increase 141 slowly. Major
operations of the GINI are summarized in Fig. 3.

C. Analysis of the Gini Index Theory

In this section, we analyze the Gini index theory in terms
of the value of the Gini index by changing the number of
sampled classes S*, the number of classes N, and the number
of total samples d*. As shown in Fig. 4, a set D is equally
divided into N classes, where each class is denoted by S; (i
€ [1, N]). The d* samples are uniformly distributed among k
consecutive classes (k < N). As shown in Fig. 5(a), the overall
Gini index value increases as the number of sampled classes
increases. Here, the increasing number of sampled classes indi-
cates that the samples will spread over more classes. Since the
samples distribute over classes more evenly, the Gini index
value is increased. However, as the total number of sam-
ples d* increases, the Gini index value does not change. In
Fig. 5(b), as the number of classes N increases from 10 to 20,
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Notations: )

e TT, N, Gini(D), Catk, detatk, Cwin, A% 5, ©, v, & and teyr:
Defined before.

e mac; and d*: The number of samples in class i and the number
of total samples.

o wF: The timeout of the k'™ observation window period at node
;.
e pkt[n,a, type]: A packet containing a node ID (n;q) and packet
type (type). Here, type can be DIS, DIO, Alarm, or Isolate.

e rec(ni, nj, type): The node n; receives the type of packet from
node n;.

o if rec(n;, nj, DIS) = true

TT’L = TT'L U [nj, tcur];

o while ey < wf

fori=1toN
pi = mas

Gini(D) = 1- SN p?:

.o Gini(D;)—Gini(D;_1) o
if Gini(D;_1) > ThG'an,z
Catk += 1’

Broadcast Alarm packet;

if Catk > f
Broadcast Isolate packet;

Fig. 3. Pseudocode of the proposed GINI algorithm.

Samples distribute among S, to S,

Sk Sk+l sk+2

Y

Set D

Fig. 4. Example of centralized sample distribution. Here, a set D is divided
into N classes, and samples distributed among class Sp to Sg.

the overall Gini index value significantly decreases. This is
because the increasing number of classes makes the samples
more centralized in a certain number of classes, as a result,
the Gini index value decreases based on the Gini index theory.
In addition, a larger Gini index value is observed with a larger
number of sampled classes. Compare to a smaller number of
sampled classes, a larger number of sampled classes makes
samples more evenly distribute over more classes. Thus, the
Gini index value is larger than that of a smaller number of
sampled classes.

V. ANALYSIS OF THE PROPOSED COUNTERMEASURE

In this section, we analyze the GINI countermeasure in
terms of detection rate. According to (2), if the relative incre-
ment of the Gini impurity of the current observation window
period to that of the previous observation window period is
larger than a threshold value, the sybil attack can be detected.
Otherwise, it results in the miss detection of a sybil attack.
For example in Fig. 1(c), suppose that the malicious node n,,
starts to launch sybil attack from the (i + 1)th observation
window period w*!, where the d;,; number of DIS mes-
sages piggybacked with randomly generated different fictitious
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Fig. 5. Change of the Gini index value against the number sampled classes S*
and the number of classes N.

identities are multicasted. Here, it is reasonable to assume that
the d;jr] number of fictitious identities are equally distributed
among all N classes of the entire MAC address space. This
is because the malicious node 7, does not know how the
legitimate MAC addresses are assigned, it only can randomly
generate the fictitious identities and piggyback them in the DIS
messages. In addition, let d;k and S* be the number of DIS mes-
sages with valid identities from legitimate nodes within the ith
observation window period ' and a small set of consecutive
classes where the d;“ number of valid identities are generated,
respectively.

First, in the observation window period @', since the d;jrl
number of fictitious identities is equally distributed among all
N classes, and the number of fictitious identities in class j,
denoted as mac;, can be approximated by
diyi

N (6)
So, the relative frequency of fictitious identities in class j can
be represented as

mac; ~

mac; disy 1
J N
d;:—l d;k-i-l N

Thus, the Gini impurity of the d;,; number of fictitious iden-

tities within the (i + 1)th observation window period ot can
be observed as
N
Glm(dz-i-l) =1~ Zpt
i=1
N o/ 1\2
=1- —
>(%)
i=1
1\2
o )
N
1
=1-5 (8)

Second, using the same idea, the relative frequency of the
d? number of valid identities in class j within the observation
window period ' can be represented as

& j=1208
Pi=10, j=s"+1,8+2,....N.
Thus, the Gini impurity of the df number of valid iden-
tities within the ith observation window period ' can be

&)
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observed as

Gini(d?)

N
1=>"p
i=1
.
=1—|> p
i=1

S*

1= "p;

i=1

i=§*+1

N
+ > pt

(10)

Threshold Value

©

Detection rate against the number of classes N, the number of sampled classes S*, and the threshold value Thgip;. (2) $* = 3. (b) N = 20. (¢)

detected as the number of classes N varies from 10 to 15. Since
the number of sampled classes S* is close to the number of
classes N, the Gini impurity of the identities distributed over S*
and N is also very close. As a result, the adversarial scenario
and normal scenario cannot be clearly distinguished and the
sybil attack is not able to be detected. In Fig. 6(b), the overall
detection rate decreases as the number of sampled classes S*
increases. With a larger S*, the identities are distributed over
more classes in the entire MAC address space, resulting in
a larger Gini impurity within the observation window period.
As a result, the relative increment of two consecutive obser-
vation window periods becomes smaller, and the sybil attack
cannot be successfully detected when the relative increment is
less than the threshold value. As the Thgip; increases to 0.2, a

Third, according to (8) and (10), the relative incremel_lt of
the Gini impurity between observation window periods ' and

', denoted as Imp, can be represented as

oo Gini(dr ) — Gini(dy)
mp =

Gini(d})
(-0)-(-4)
%
11
= i—SLN (11)

Finally, the detection rate and miss detection rate of the

sybil attack can be represented as

1 1

?*:f > Thgini, i = detection

L_S*L (12)
51* N <= Thgini, ; = miss detection.

—5F

In Fig. 6, we show numerical results of detection rate of
sybil attack against the number of classes N, the number of
sampled classes S*, and the threshold value Thgin;. Here, the
number of classes N varies from 10 to 40, while the number
of sampled classes S* is set to [2, 8]. The threshold value
Thgin; is between 0.1 and 0.7. As shown in Fig. 6(a), with the
threshold value Thgiy = 0.2, the detection rate can be main-

tained as high as 100% as the number of classes N increases.

When Thgiyi = 0.3, the sybil attack cannot be successfully

lower detection rate is observed with a varying S*. In Fig. 6(c),
as the threshold value Thgi,i increases, the overall detection
rate decreases. Since a larger Thgip; requires a larger incre-
ment of Gini impurity between two consecutive observation

window periods to detect the sybil attack, a lower detection
rate is observed.

VI. PERFORMANCE EVALUATION AND ANALYSIS

A. Simulation Testbed and Benchmark Schemes
We conduct

extensive
OMNeT++

simulation experiments using
[12] to evaluate the performance of GINIL
A 100 x 100 m2 square network area is considered, where

20 nodes and one DODAG root are uniformly distributed.
The radio model simulates CC2420 with a normal data
rate of 250 kb/s, and 802.15.4 MAC/PHY operates with a
default configuration in the 2.4-GHz band [38]. The com-
munication range of each node is 30 m. To emulate the
scenario that a node runs out of its battery or is dam-
aged and new nodes are deployed, 1-3 legitimate nodes
are randomly generated and join the network. 1-3 malicious
nodes are randomly located in the network, and multicast
malicious DIS messages with sybil attack rate from 0.1 to
3.0 pkt/s. Here, the sybil attack rate is the number of DIS
messages with fictitious identities broadcasted by a mali-
cious node. The total simulation time is set to 1000 s, and
each simulation scenario is repeated five times to obtain
steady-state performance metrics. In this article, we measure
the performance in terms of detection rate, isolation latency,
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Fig. 7. Performance of the detection rate, isolation latency, and energy consumption against the sybil attack rate.

and energy consumption by changing key simulation param-
eters, including the sybil attack rate (sybil,,) and the size of
observation window (w).

We revisit the prior SecRPL scheme [10] and two-step
detection approach (Two_Step) [11], and modify them to work
in the framework for detecting the sybil attack. The original
idea of these two benchmark schemes is briefly discussed in
the following.

1) In order to defend against a DAO insider attack in RPL,

a defense mechanism named SecRPL is proposed. In
SecRPL, each parent node associates a counter with
every child node in its sub-DODAG. When the number
of forwarded DAO messages for a child node exceeds
a prespecified threshold value, the parent node discards
any received DAO messages piggybacked with the pre-
fix of the respective child node. To avoid blocking
DAO messages from legitimate nodes, the counter of
forwarded DAO messages is reset between each two
consecutive DIO messages. In other words, the coun-
ters for all child nodes will be reset when the parent
node sends out a DIO message.

2) A two-step detection approach consisting of local mon-
itoring and global verification is proposed to defend
against blackhole attack in RPL-based networks, where
a malicious node silently drops all the received data
packets. In particular, each node observes the forward-
ing behaviors of one-hop neighbor nodes by overhearing
data packets transmitted by its neighbor nodes. If a
node does not overhear the data packet transmitted by a
neighbor node, the misbehaving activity of the neighbor
node is increased by one. When the detected misbe-
having activity events exceed the threshold value, the
monitoring node suspects the forwarding misbehaviors
of the neighbor node and sends the verification packet
to the DODAG root to verify whether the sending or
forwarding packet was received or not.

B. Simulation Results and Analysis

First, we measure the detection rate by changing the sybil
attack rate in Fig. 7(a). As the sybil attack rate increases, the
overall detection rate of GINI, SecRPL, and Two_Step signifi-
cantly increases. This is because more malicious DIS messages

with fictitious identities are generated and broadcasted with
a larger sybil attack rate, more sybil attack attempts can be
detected. As a result, the overall detection rate increases. The
highest detection rate is observed by GINI because each node
calculates the Gini index value of two consecutive observation
windows to detect any abnormal change of the DIS message
receiving rate, more sybil attacks can be detected and a larger
detection rate is achieved. The SecRPL deploys a prespecified
threshold value of DIS messages to detect the sybil attack.
However, when the number of received malicious DIS mes-
sages is less than the threshold value, the sybil attack cannot be
detected. As a result, the total number of detected sybil attack
decreases, and the detection rate of SecRPL is lower than that
of GINI. The Two_Step shows the lowest detection rate. In
the Two_Step, a node collects the DIS message receiving rate
from all its one-hop neighbor nodes to detect the potential
sybil attack. However, the malicious node actually broadcasts
malicious DIS messages, which will increase the DIS message
receiving rate of all neighbor nodes. Subsequently, the average
DIS receiving rate of neighbor nodes increases, the detection
node cannot successfully detect sybil attack by comparing its
DIS message receiving rate with average rate. Therefore, the
detection rate of Two_Step falls behind GINI and SecRPL.

Second, we measure the isolation latency by varying the
sybil attack rate in Fig. 7(b). The isolation latency is the
amount of elapsed time when Isolate packet is broadcasted.
It is shown that the lowest isolation latency is obtained by the
GINI. Since a larger number of sybil attacks can be detected
within a short amount of time, when the number of detected
sybil attack reaches a threshold value, an Isolate packet can
be broadcasted earlier. The SecRPL provides a larger isolation
latency than that of GINI. This is because the SecRPL has a
lower detection rate and some sybil attack attempts cannot
be successfully detected. As a result, the number of detected
sybil attack needs a long period of time to reach the thresh-
old value to broadcast Isolate packet, and a longer isolation
latency is observed. The highest isolation latency is obtained
by the Two_Step because it has the lowest detection rate and
more time is needed to detect enough sybil attacks to isolate
the malicious nodes.

Third, the energy consumption of GINI, SecRPL, and
Two_Step is measured by changing the sybil attack rate in
Fig. 7(c). In this article, the detection cost of the GINI can
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Fig. 8. Performance of the detection rate, isolation latency, and energy consumption against observation window.

be categorized into communication cost and computation cost.
Communication cost is the energy consumption due to mes-
sage forwarding and receiving, which is measured based on
the number of forwarded and received messages (e.g., DIS
and DIO messages). Computation cost comes when calcu-
lating the Gini impurity of the current observation window
period and comparing it with the Gini impurity of the previous
observation window period. However, the energy consump-
tion of internal operations is negligible compared to that of
communication operations, such as transmitting and receiving
operations executed in a wireless network interface card (NIC).
Thus, the energy consumption is only measured based on the
number of forwarded and received messages [39]. As the sybil
attack rate increases, the energy consumption of three schemes
increases. With a larger sybil attack rate, more malicious DIS
messages will be broadcasted by the malicious nodes. Thus,
the legitimate nodes receive more DIS messages as well as
broadcast more DIO messages, which results in significant
energy consumption. However, the energy consumption of
GINI is lower than that of SecRPL and Two_Step. This is
because the GINI can isolate the potential sybil attack earlier
than SecRPL and Two_Step, the legitimate nodes in GINI will
receive and reply a less number of control messages (e.g., DIS
and DIO) and a less amount of energy will be consumed. The
highest energy consumption is achieved by Two_Step because
the sybil attack cannot be mitigated at the earliest convenience,
more energy has to be spent on receiving and replying control
messages.

Fourth, we measure the detection rate of GINI by chang-
ing the size of the observation window in Fig. 8(a). When the
sybil attack rate is large enough (e.g., sybil,y = 2.0 pkt/s),
the detection rate of GINI can be maintained as high as
100% without being affected by the size of the observation
window. This is because a large number of malicious DIS
messages are generated and broadcasted by malicious nodes
with a larger sybil attack rate, the difference between the
Gini index value within two consecutive observation win-
dows is always larger than the threshold value, all sybil attack
attempts can be detected. With a lower sybil attack rate such
as sybil,q = 0.5 pkt/s, as the size of the observation win-
dow increases, the detection rate of GINI increases as well.
Since a larger observation window makes the legitimate node
receive more malicious DIS messages, more sybil attacks can

be detected and an increment can be achieved in the detection
rate.

Fifth, the performance of isolation latency and energy con-
sumption of GINI are shown in Fig. 8(b) and (c), respectively.
In Fig. 8(b), as the size of the observation window increases,
the isolation latency of GINI increases. Since each node can
only detect the sybil attack attempt at the end of the observa-
tion window, when the observation window is extended, the
detection of sybil attack in each observation window will be
delayed. As a result, the overall isolation latency is increased
as the size of the observation window increases. With a larger
sybil attack rate, a lower isolation latency can be achieved
because the required number of sybil attack detection can be
achieved within a less number of observation windows, and
the Isolate packet can be broadcasted earlier. In Fig. 8(c), the
energy consumption increases as the size of the observation
window increases. Within a longer observation window, each
legitimate node will receive more malicious DIS messages and
reply more DIO messages when the malicious nodes increase
sybil attack rate. As a result, each legitimate node will con-
sume more energy and the overall energy consumption will be
increased.

VII. DISCUSSION

In this section, we first investigate the proposed GINI in
terms of design features, design constraints, and possible
improvement. Then, we discuss the immunity of the proposed
GINI against other security attacks in the IoT.

A. Design Features, Design Constraints, and Possible
Improvement

In summary, the GINI is designed with three desirable fea-
tures: lightweight detection, quick adaptability, and complete
isolation. First, according to the nature of the detection mech-
anism, the GINI belongs to the monitor-based approach [16],
where each node only passively overhears and records DIS
messages from adjacent nodes to detect potential sybil attack.
Compared to the acknowledgment-based approach, where a
large number of explicit control packets, i.e., acknowledgment
packet, are generated to detect the potential adversary, the
GINI can significantly reduce the number of generated con-
trol packets, achieving the goal of energy saving. Second, the
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GINI is sensitive and adaptive to the change of network state
and can quickly react to different sybil attack patterns. When
the sybil attack is aggressive by broadcasting a large number
of DIS messages with the fictitious identities, the GINI can
quickly detect the sybil attack within two consecutive obser-
vation windows, and significantly reduce the DIO message
replying rate to reduce the impact of sybil attack. However, if
there is no sybil attack and the network structure experiences
normal change, the DIO message replying rate can be main-
tained at a relatively high level. Third, in order to completely
isolate the potential adversary, when the number of detected
sybil attack reaches a threshold value, the detection node will
broadcast an Isolate packet to prevent adjacent nodes from
accepting any DIS messages from new nodes nearby. After a
long period of time, the GINI will slowly increase the DIO
replying rate to probe for network state.

The GINI has one design constraint that needs to be fur-
ther discussed for further improvement. The GINI is designed
based on an assumption that the MAC addresses of all legit-
imate nodes in the network are assigned and centralized in a
small set of consecutive classes, rather than randomly distribut-
ing among all classes of the entire MAC address space. Since
the adversary does not know exactly how the MAC addresses
of legitimate nodes are assigned, it only can use the randomly
generated fictitious and unreachable destination MAC address
to create DIS messages with fictitious identifier. As a result,
the MAC addresses in the received DIS messages randomly
spread out in the entire MAC address space, which causes
the Gini index value to increase significantly. However, if the
MAC addresses of all legitimate nodes in the network are also
randomly assigned and distributed in the entire MAC address
space, the proposed Gini index-based countermeasure prob-
ably cannot accurately detect sybil attack because the Gini
index value in normal and attack scenarios does not have a
significant difference.

To see the full potential and overcome the intrinsic weak-
ness of the GINI, we plan to investigate the following for
further improvement and extension. We propose to let each
node estimate the variation of RSSI based on the Chebyshev
inequality [40], [41] to assist the Gini index-based approach
with detecting sybil attack. In any data sample or probability
distribution, the Chebyshev inequality indicates that the strictly
positive expectation E(X) and the variance var(X) have the
following inequality with the discrete variable X:

var(X)

PIX—EX)| <&} > 1 - ——.
&

13)

Equation (13) reflects that the random variable X is relative
stable, when variance var(X) tends to be zero. In addition, we
can obtain

var(X) = E(Xz) — EX)? (14)

and

X;
EX) = Z = (15)

4947

Thus, var(X) can be represented as

(552

i

(16)

Since most radio transceivers contains RSSI register, the signal
strength of received packet can be easily obtained [42]. Thus,
when a node receives an excessive number of DIS messages
from adjacent nodes, it can easily obtain the RSSI information
of received DIS messages to detect whether there is a sybil
attack. Here, the RSSI can be used to replace the variable X
in (16). If the observed RSSI values of DIS messages are very
stable, var(X) will be approaching to zero, which indicates
that all DIS messages might be broadcasted by the potential
adversary. However, the essential prerequisite for using this
RSSI-based approach is that the adversary does not vary the
transmission power of DIS messages to trick the receiver.

B. Immunity to Other Attacks

In this section, we discuss the GINI to see whether it is
immune to other three well-known attacks: 1) DAO insider
attack [10]; 2) DIO suppression attack [43]; and 3) energy
depletion attack [44].

1) DAO Insider Attack: In RPL, the DAO messages are
generated by the child nodes and sent to their parent nodes to
build downward routes. However, an adversary can send fake
DAO messages to its parent nodes periodically to trigger par-
ent nodes to forward the fake DAO messages upward to the
root node. This attack is similar to a sybil attack and it can
be easily detected by the GINI. For example in Fig. 1(c), sup-
pose that adversary n,, periodically generates and sends fake
DAO messages with fictitious identifies to legitimate node ny.
However, ny can record a trace of the received DAO messages
during each observation window and measures the dispersity
of the identities of DAO messages. If the difference of the Gini
index value between two consecutive observation windows is
larger than a threshold value, the DAO insider attack can be
detected, and ny can significantly reduce the DAO messages
forwarding rate to defend against DAO insider attack.

2) DIO Suppression Attack: A malicious node can period-
ically replay previously overheard DIO messages to induce
victim nodes to suppress the transmission of DIO messages,
which are the RPL control messages necessary to build the
routing topology. The DIO suppression attack can cause
a degradation of the routes’ quality, and eventually leads
to network partitions. Unlike other RPL attacks, the DIO
suppression attack does not require the adversary to steal cryp-
tographic keys from legitimate nodes. Thus, it is not trivial
to avoid the DIO suppression attack, but this attack can be
detected by the GINI. For example in Fig. 1(c), suppose n,,
periodically broadcasts the overheard DIO messages with a
fixed interval to suppress the transmission of DIO message of
ny. In the GINI, ny can record the identifiers of the received
DIO messages from one-hop neighbor nodes within an obser-
vation window, and then calculates the Gini index value. If the
Gini index value is close to zero, ny can detect the DIO sup-
pression attack. This is because the adversary n, only replay
the previously overheard DIO messages, the identifiers of all

Authorized licensed use limited to: Oklahoma State University. Downloaded on March 31,2022 at 09:52:58 UTC from IEEE Xplore. Restrictions apply.



4948

received DIO messages will be centralized in one class. As
a result, the Gini index value tends to be zero and the DIO
suppression attack can be detected.

3) Energy Depletion Attack: In RPL, point-to-point rout-
ing mechanism is primarily used to initiate data transfer,
send end-to-end acknowledgments, or carry out infrequent
network diagnostics. Unfortunately, the vulnerability of the
point-to-point routing mechanism can be exploited by adver-
sary to launch energy depletion attack [44], where an adversary
intentionally sends a large number of packets with ficti-
tious destination addresses to excessively consume the energy
resource of intermediate nodes located along the forwarding
path, and finally makes the resource-constrained nodes suffer
from denial of service. The energy depletion attack primarily
targets point-to-point routing mechanism’s vulnerabilities by
violating an implicit assumption that all intermediate nodes
faithfully and collaboratively forward the received packets to
the destination node. It is not trivial to eliminate the energy
depletion attack, but this attack can be successfully detected
by the GINI. In Fig. 1(c), suppose that the malicious node n,,
sends a packet with the source route ([n,, ne, ng, g, nr, nx1)
to destination node ny. Here, ny is the fictitious destination
node address that does not exist in the network. In the GINI, n,
can record the destination node addresses of received packets
within a time period, and then calculate the Gini index value.
If the Gini index value is larger than the threshold value, it
claims to detect an energy depletion attack performed by child
node n,,.

VIII. CONCLUSION

In this article, we focused on the study of RPL security in
the realm of IoT. The basic operations and potential vulnerabil-
ities of RPL were first summarized and analyzed. Then, a Gini
index-based countermeasure was proposed to detect and miti-
gate sybil attack. Extensive simulation results showed that the
proposed countermeasure could not only accurately detect and
efficiently mitigate sybil attack but also significantly improve
the performance in terms of detection rate, detection latency,
and energy consumption, indicating a viable approach against
sybil attack in IoT. As future work, since radio propagation
and its channel dynamics cannot easily be captured by simula-
tion, we plan to develop a small-scale testbed and deploy a real
network composed of TelosB motes in an indoor environment
to see the full potential of the proposed countermeasure.
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