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ARTICLE INFO ABSTRACT
Keywords: While the literature extensively covers various authentication systems, management of evaluation
Fusion framework processes and creation of authentication metrics remain significant information challenges for
Artificial intelligence researchers. To overcome this complex challenge, we present a taxonomy of research processes
Security . . . . : .
pri based on fusion and fuzzy strategies and give an overview and comparison of related studies.
rivac . P . . . . .
Trust Y Specifically, we develop an artificial intelligence-based fusion framework (f) incorporating

Mamdani-type fuzzy rules and key user factors: security, privacy, and trust. Its uniqueness and
innovation lie in the application of trapezoidal functions to describe these factors as key input
metric values. Moreover, we are the first to incorporate trust as an independent comparative
factor and provide a comparison of traditional and modern authentication methods, including
artificial intelligence (Al), electroencephalogram (EEG), electrocardiographic (ECG), and photo-
plethysmogram (PPG) methods. Also, we use a workflow diagram to define the topological re-
lationships among user factors and authentication factors, clarifying the role of fusion in multi-
factor authentication (MFA) approaches. In comparison to other similar frameworks imple-
mented solely for traditional methods, the proposed ff yields better and more realistic quantifi-
cation metric results. In addition, we present and discuss the key mathematical differences
between one-factor authentication (1FA) and MFA, aiming to shed light on issues such as
complexity and bias. Lastly, the developed f; not only advances MFA metrics by introducing
modern authentication methods such as Al, EEG, ECG, and PPG but also paves the way for future
research on how and why Al algorithms need to be incorporated into information processing and
the creation of strong MFA solutions.

1. Introduction

The rapid advancement of information technologies and artificial intelligence (AI) has led to inevitable changes (Chen, 2023; Korac
etal., 2022a), resulting in the processing and management of vast amounts of information across nearly all information systems. Al has
become a key driver of evolution and transformation in every aspect of human life (Li et al., 2025; Charef et al., 2023; Chahoud et al.,
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2025). Each system shares the common aim of continuously seeking innovative solutions and employing a wide range of Al tech-
nologies, architectures, and approaches to optimize their benefits and improve efficiency (Pawlak & Poniszewska-Maranda, 2021).
These changes create increasingly favorable conditions for attackers who are constantly evolving new cyber tactics and threats. Un-
doubtedly, authentication systems, as the first line of defense against these threats (Ghaemi et al., 2024; Ghafourian et al., 2023; Teh
et al., 2020), play a crucial role in securing any application (Awadallah et al., 2024; Esposito et al., 2021; Jiang et al., 2020; Alizadeh
et al., 2021; Zhou et al., 2020; Wang et al., 2022). Authentication also represents a key security element in mobile networks, which
must be carefully addressed by developers (Mundhe et al., 2021). Numerous frameworks and protocols for various purposes have been
successfully developed (e.g., Aghili et al., 2021; Pu & Li, 2020; Chang et al., 2021; Pu et al., 2022) and offered as the best authen-
tication solutions in practice. Still, the paradox is that many developed multifactor authentication (MFA) solutions were subsequently
found to be insecure and unable to achieve the required security aims (Wang & Wang, 2023), and often use numerous user criteria with
different ways to quantify their values; thus, complicating efforts for users and system administrators in identifying strong and secure
MFA solutions. Such MFA solutions raise issues of complexity and bias. Since MFA solutions are built on individual methods defined by
deterministic features, they are often too complex to fully understand at the outset. This complexity becomes even more pronounced
when modeling MFA systems in a mobile environment, as mobile technologies involve multiple, interconnected information tech-
nologies. Multi-view clustering has become increasingly prominent because different sources often provide diverse representations of
information (Liu et al., 2025). Today, nearly all practical systems are affected by uncertainties (Yang et al., 2023), due to nonlinearity
and stochasticity, which are two of the most important universal characteristics of such systems (Tian et al., 2019). The problem of
uncertainty is inevitable in modeling processes (Yi et al., 2023). Furthermore, the challenge of information processing, evaluating, and
creating strong MFA solutions becomes even more significant when applying the “No Panacea Theorem” for classifier combinations.
This theorem, being stochastic, demonstrates that under certain input conditions, a combination algorithm can produce very poor
output values (Hu & Damper, 2008). Managing these processes implies that there is no universal combination strategy or any strategy
that can be applied to every situation. Therefore, the information processing and evaluation of MFA systems is a highly complex and
stochastic problem that must be approached holistically through the lens of fuzzy methodology.

The task of implementing fuzzy methodology in MFA approaches is not trivial. Consequently, a deep understanding of user factors
is crucial for the processing, evaluation, and information fusion of any MFA solution. Every authentication solution is based on one or
more user factors, such as security, usability, accessibility, pricing, complexity, privacy, convenience, etc. (Furnell & Helkala, 2022;
Stylios et al., 2021; Korac et al., 2022b). MFA is inherently tied to security as a primary user factor. In addition, security and privacy are
critical issues in mobile authentication environments (Alzubaidi & Kalita, 2016; Patel et al., 2016; Soleymani et al., 2021), repre-
senting two ceaseless research issues (Tawalbeh & Saldamli, 2021). The reason for this is that the use of credentials often involves
sensitive private information (Mishra et al., 2021), which may be stored on mobile devices. Undoubtedly, using sensitive information
to access application domains raises security and privacy concerns (Bhattarai et al., 2024). Privacy issues are particularly significant in
traditional biometric methods (Wazzeh et al., 2024; Hsieh et al., 2024). The application domain is a substantial factor that directly
influences the determination of the user’s priority level. For example, security and privacy are top priorities in metaverse applications,
whereas they are less critical in library membership applications. However, the key reason for using trust as an independent com-
parison factor in this research is the development of numerous new technologies in typical e-environments, which can easily un-
dermine a user’s sense of confidence. Trust is a key standalone user factor in typical e-applications, e-vehicles, Internet of Things (IoT)
devices, and cloud environments (Khan et al., 2024; Shao et al., 2022). On the other hand, trust is built on a foundation of security and
privacy (Sharma et al., 2020) and represents a growing information phenomenon that requires special attention in MFA approaches.
Given the fuzzy output values related to user and authentication factors, the information approach requires defining an optimal
combination algorithm that selects and integrates these factors. Studying the fuzzy values of MFA solutions involves considering
several different information processes and sources, making it, in itself, a problem of evaluation. In light of all the above, there is a
strong need to create a framework or model (based on the three user factors discussed) for evaluating, creating, and selecting the best
authentication solutions (Ali & Khan, 2022). Table 1 summarizes the acronyms used in this research.

Table 1
Acronyms explanation.
Acronyms Explanation
1FA, 2FA, 3FA One, Two, Three Factor Authentication, respectively
Al Artificial Intelligence
ECG Electrocardiographic
EMG Electromyographic
fr Fusion Framework
FIS Fuzzy Inference System
FS Fuzzy System
MF Membership Function
MFA Multifactor Authentication
NFC Near Field Communication
OoTP One Time Password
PIN Personal Identification Number
PPG Photoplethysmogram




D. Korac et al. Information Processing and Management 62 (2025) 104233
1.1. Research challenges and motivation

Although the development of new information technologies offers many advantages related to authentication and user factors, it
also presents numerous challenges. First, countless MFA processes and scenarios can arise at the intersection of these factors. To select
a strong MFA solution, it is essential to evaluate each option realistically. The complexity and bias issues in these processes are not new,
yet addressing them remains a challenge to this day. This information challenge continues to be a major global security aim that cannot
be solved without FSs. These systems provide numerical output results in percentages, enabling clarity, precision, and ease of com-
parison between different MFA performance metrics. Additionally, there are numerous other challenges associated with user and
authentication factors. Specifically, issues related to user security and privacy are critical areas of research when developing defense
strategies. However, including the trust factor in authentication approaches introduces new fuzzy challenges related to weighted
criteria, which cause changes in output fuzzy values. On the other hand, the use of emerging information technologies like artificial
intelligence (AI) brings one of the biggest challenges concerning trust in utilizing Al for human decision-making (Wang & Ding, 2024).
Moreover, innovative technologies enable the development of numerous new modern methods (e.g., Al, electroencephalogram (EEG),
electrocardiogram (ECG), and photoplethysmogram (PPG), etc.), creating different sets of authentication scenarios, making it nearly
impossible for users and system administrators (developers) to process and create a strong and secure MFA solution within a
reasonable timeframe. The relevance of introducing modern methods to the trust factor lies in how these advanced technologies can
enhance security and privacy, which, in turn, enhances users overall trust in MFA systems. Al technologies also bring specific chal-
lenges in the automation of tasks, the analysis and extraction of valuable information from large datasets, and the enhancement of
sophisticated decision-making processes (Krichen & Abdalzaher, 2024). Therefore, this study brings together both theoretical and
practical issues to identify open information challenges and future research directions related to Al technologies in authentication
approaches.

1.2. Contributions of this paper

Motivated by the above discussion, we face an overwhelming number of authentication solutions driven by the development of
emerging technologies. We observe that, compared to security and privacy priorities, trust is an understudied and conspicuously
neglected user factor in MFA approaches. Additionally, we identify the management of evaluation processes in authentication ap-
proaches as extremely difficult, which clearly cannot be addressed without adequate authentication metrics and a suitable combi-
nation algorithm. As information technologies enable the development of numerous authentication methods that contain specific
credentials (i.e., user private information), their information processing and management become increasingly laborious for system
administrators. In this paper, management of evaluation processes and creation of authentication metrics represent our main research
focus. In summary, we provide the following primary contributions:

Provide an overview and comparison of related studies, highlighting that the integration of trust within the authentication envi-
ronment remains an understudied area.

Ilustrate the taxonomy of processes of our research study based on fusion and fuzzy strategies.

Give the comparison of traditional and modern methods (including modern methods such as Al, EEG, ECG, and PPG) based on
independent user factors: security, privacy and trust.

Develop an Al-based fusion framework (fy) for numerical evaluation of authentication methods, including Mamdani-type fuzzy
rules, with practical implementation for both one factor authentication (1FA) and MFA solutions.

Present a comparison with similar research, offering more realistic quantification metric results and a more comprehensive view of
the processes of evaluation, creation, and ranking of MFA solutions.

Provide an overview of the key mathematical differences between 1FA and MFA, and define all possible information combinations
marked as sets of authentication scenarios.
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e Present information challenges and future directions, aiming to better understand and enhance the development of intelligent
authentication solutions and automated combination algorithms based on Al technologies.

1.3. Paper organization

This research is organized into seven sections, as shown in Fig. 1. Section 2 describes the related literature review / survey works,
Section 3 presents a taxonomy of processes of our research study, while Section 4 provides a proposal for the development of the f;.
Section 5 gives the fuzzy design and development of f;, while Section 6 presents a computational study and results. Section 7 provides
discussion of results and implications, while the last section provides conclusions and future directions.

2. Related literature reviews

As discussed earlier, numerous comparative studies and frameworks have been extensively explored in the literature. This section
reviews previously published papers on comparative authentication, highlighting key processes and features essential for the devel-
opment of any authentication framework. Our literature search was guided by a set of keywords, including authentication, survey,
review, overview, artificial intelligence, security, privacy, and trust. We sourced papers published in English from leading academic
databases and publishers such as Elsevier, Springer, IEEE, ACM, ScienceDirect, and Scopus. A comparison of our paper with other
related studies is provided in Table 2. This table shows that numerous numerical models/frameworks for evaluating authentication
methods have been developed and studied in the literature. For example, in the works of Campbell et al. (2004), Renaud (2004),
Helkala and Snekkenes (2008), Mihajlov et al. (2011, 2011a), Bonneau et al. (2012), Crawford et al. (2013), Rathgeb et al. (2015), and
Kiljan et al. (2018), different numerical frameworks were developed with complex and confusing values. In the framework of Renaud
(2004), output values of authentication methods are placed in the range from “0” to “1.732,” where a minimum value is marked with
“1.732”, while a maximum value is marked with “0”. In the work of Ali and Khan (2022), the authors developed a framework for
authentication evaluation in the IloT environment based on a mathematical approach for ranking and selection of the best MFA so-
lutions. In addition, authors in studies of Korac¢ and Simi¢ (2017, 2019) and Kumar et al. (2020) developed frameworks based on fuzzy
logic, including many different user factors. In the frameworks of Kora¢ and Simi¢ (2017, 2019), the authors placed the output values
of authentication methods in the range from “0” to “1,” whereby “0” is assigned as a minimum value and “1” as a maximum value. Qin
etal., (2021) designed a fuzzy authentication system based on neural network learning and extreme value statistics, while Kumar et al.,
(2020) proposed a fuzzy framework based on the AHP-TOPSIS method for evaluating usable security. In addition, Parcham et al.
(2016) and Shabbir et al. (2022) focused on the MFA issue for security using fuzzy logic, while Muthusamy and Rakkimuthu (2022)
addressed authentication issues based on using a fuzzy neural network related to finger vein verification. Additionally, there have been
attempts to compare different authentication methods. For example, Maltoni et al. (2009), Zhou et al. (2023), Awadalla et al. (2024),
Alsadie et al. (2024), and Alrawili et al. (2024) used output comparisons of authentication methods by employing linguistic values.

All the above-mentioned frameworks, besides certain complexity and confusion, have unique weaknesses because they don’t
consider trust as a comparative user factor in authentication approaches. Still, there have been attempts to compare user factors like
security, privacy, and trust in other contexts. For example, authors in the research studies of Feng et al. (2018), Miorandi et al. (2012),
Shin (2010), Tewari and Gupta (2020), Sharma et al. (2019), and Merhi et al. (2019) considered and compared these factors as a
whole, while in the works of Zhang et al. (2022), Evans et al. (2021), Rathore et al. (2017), Yamada & Ikeda (2017), Wu et al. (2018),
and Liu and Tao (2022), the topic of trust as an individual key user factor was covered in different e-services. Also, in the works of Jain
etal. (2021), Parashar et al. (2024), and Ogbanufe and Kim, 2018, covered trust, security, and privacy in the biometric authentication
methods, while Zhang et al. (2023), Hamdani et al. (2022), Sun et al. (2024), Ambika (2019) considered and compared these factors,
whereby the trust is only briefly described as a substantial sub-problem rather than the main research issue. There have also been
attempts to address authentication issues, focusing on new innovative technologies. For example, Rahman et al., 2021 presented a
model for IoT data authenticity in edge-Al, while Fortuna et al. (2023) addressed authentication metrics in the context of IoT envi-
ronments. Jan et al. (2024) dealt with Al-supported hybrid mutual authentication approaches in medical things environments, while
Wang et al. (2024) proposed the CL-BPA authentication scheme to secure the mobility of producers in named data networks. Ahanger
et al. (2022) surveyed the state-of-the-art Al techniques for IoT security, focusing on organizational authentication technologies, while
Zhang et al. (2024) surveyed the application of AI technologies-related physiological biometric features in user authentication
approaches.

While existing literature surveys have provided (extensive) coverage of user factors and authentication metrics from various
perspectives, there is a need to develop the f}, including trust as a standalone comparative factor, which becomes the main comparative
objective of this research.

3. Taxonomy of processes of our research study

The taxonomy of key research processes in MFA approaches, as presented in Fig. 2, is considered through three individual pro-
cesses: evaluation, creation, and selection. These processes are built on the application of fuzzy and fusion strategies within a hier-
archical structure. It is worth noting that the hierarchical approach facilitates the mutual interconnectedness of all blocks, along with
highlighting their key features. The fuzzy strategies offer several advantages, such as handling uncertainty and imprecision in
multidimensional information, enabling multi-block hierarchical connections, and ensuring flexibility, scalability, and optimization.
Given the complex, multi-dimensional nature of MFA systems, which involve multiple processes, factors, and levels, fuzzy logic
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Table 2
Overview and comparison of related studies (v: Yes, x: No).
Refs. Year Contributions Comparative Evaluating Auth. User Factors Al Output values
Study Framework Factors
Traditional ~ Modern  Security  Privacy  Trust Numerical  linguistic
Renaud, 2004 2004  The comparisons of authentication methods based on v v v X v X X X v X
weighted values for password methods supporting three
levels.
Maltoni et al., 2009  Comparison of 7 common biometric authentication methods v X v X v v X X X v
2009 including 7 criteria.
Bonneauetal.,, 2012  Comparison of the web authentication metods based on v v v X v X X X v X
2012 password, token, biometric (e.g., fingerprint, iris, voice)
including 25 criteria.
Crawford 2013 The presentation of a framework for transparent, continuous X v v X v X X X v X
etal., mobile device authentication based on behavioral modalities.
2013
Kora¢ & Simic, 2017 Comparison of the traditional 12 authentication methods v v v X v v X X v v
2017 intended for mobile devices including all three basic
authentication factors.
Kiljan et al., 2018  Comparisons of authentication methods for online banking v v v X v v X X v X
2018 environment including 3 criteria.
Korac¢ & Simi¢, 2019  Comparison of the classical 12 mobile authentication v v v X v v X X v v
2019 methods including all three basic authentication factors.
Ali & Khan, 2022 Comparison of frameworks for evaluation of authentication v v v X v x x X v x
2022 methods.
Zhou et al., 2023  Comparison of two hybrid password methods touch-gesture v X v X v X X X v X
2023 and keystroke-based passwords including interaction mode,
observation angle, entry error, and observation effort.
Awadallah 2024  Comparative analysis of biometric modalities used for user v X v v v v X X X v
et al., authentication in metaverse.
2024
Alsadie et al., 2024  Comparison of security challenges and comparative analysis v X v X v v X v X v
2024 of Al techniques for classical biometric authentication in fog
computing (FC) environments.
Alrawili et al., 2024  Comparison of 12 biometric modalities based on 8 criteria. v X v X v v X X X v
2024
Our Study 2025  Comparison of the modern and traditional authentication v v v v v v v v v v

methods based on 13 different methods including all three
basic authentication factors.
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Taxonomy of processes in authentication approaches
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Fig. 2. The taxonomy of key research processes in authentication approaches.

enhances the comprehensive processing and evaluation of MFA, providing decision-makers with a clearer understanding of infor-
mation fusion. On the other hand, the fusion strategies provide several advantages, such as the fusion of different multi-sources,
enhanced security and trust, and more control over user personal information. Thus, fuzzy logic and information fusion as power
tools bridge the gap present in traditional binary and rigid decision-making, providing a nuanced evaluation, creation, and selection of
MFA solutions. As observed from Fig. 1, the first process unit, named the evaluation process, is responsible for the development and
formation of f. This framework is orthogonal to the other research areas and spans user and authentication factors. Its key component
is the FS tool, which enables practical implementation by integrating information from multiple sources and presenting it as a
comprehensive set of possible 1FA solutions. Therefore, the fuzzy system is responsible for processes in this unit. In the next process
unit, named the creation process, the developer, using the combination algorithm, processes all information from the previous level
and creates the set of all potential MFA solutions. This process addresses two key research issues: complexity and bias. The re-
sponsibility for the processes in this unit lies with the developer. In the final process unit, named the selection process, the user has the
opportunity to choose the final solution from the set of all previously selected authentication solutions. The responsibility for the final
selection of the MFA solution lies with the user.

The taxonomy of key research processes in authentication approaches underscores the significance of user and authentication
factors as multi-dimensional features, which have a direct influence on information processing and the design of strong, robust MFA
solutions. Hence, before delving into the f; development and its mathematical formulation, it is essential to first provide a brief
overview of user and authentication factors, as well as a comparison of 1FA methods.

3.1. An overview of user and authentication factors

Despite the limited literature in this area, the related literature reviews singled out three user priorities (security, privacy, and trust)
as very important comparative factors in authentication processes. All user factors are intrinsically connected to the user’s distinct
characteristics, reflecting their individual priorities and preferences. Since each user may prioritize different aspects based on their
specific needs, aims, or context, these factors enable the quantification of user priorities. By incorporating user factors into authen-
tication processes, the system ensures that the resulting MFA solution aligns with user priorities, thus providing a more relevant and
secure experience. The security and privacy are well-studied user factors in comparison to trust. The contributions of the trust concept
as the user factor to the literature is much less in authentication approaches than in comparison to other science fields. Achieving good
trust in mobile devices can be challenging, particularly due to a large number of different mobile devices and their unique software,
hardware, and network capabilities. The importance of trust in authentication approaches is to enable the establishment of user/
service relationships. The trust strives for the same aim as security and privacy, to reach the highest level. Also, the credentials used for
authentication processes can be classified as:

e What you know (Gy, (e.g., passwords, PIN, etc.)
e What you have (Gj), (e.g., tokens, devices, keys, Al, NFC, etc.).
e What you are (Gy) can be also classified as:
1) Physiological based on the unique physiological user characteristics such as fingerprint, face, iris, retina, hand-geometry, vein,
ear, palmprint, electroencephalogram (EEG), electrocardiographic (ECG), photoplethysmogram (PPG), etc.
2) Behavioral based on the behavioral user characteristics such as voice, gait recognition, handwriting, signature, keystroke dy-
namics, eye movement, touch and multi-touch gesture, and many other (Zhang et al., 2024, Awadallah et al., 2024, and Alrawili
et al., 2024).
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In order to cope with the disadvantages of traditional methods (e.g., weak passwords, theft of mobile devices, hacking biometric
credentials, etc.) (Zhou et al., 2025), new evolving modern authentication methods (e.g., AI methods and biological methods) are
gaining immense traction in authentication approaches. It is necessary that the G; factor by itself provide one protection layer, whose
practical usage requires its combination with other authentication factors. Thus, the G; factor is exclusively used as a part of MFA
solutions (either 2FA or 3FA solutions) to verify a user’s during authentication processes. Specifically, Al technologies coexist with
other authentication methods (including biological methods such as EEG, ECG, and PPG) through fusion processes, building robust and
strong MFA solutions. Also, besides complexity, accessibility, and pricing, the biological of liveliness detection methods has disad-
vantages associated with issues of privacy (e.g., including highly sensitive physiological signals) and trust factors (e.g., EEG electrodes,
ECG, and PPG sensors are variable over time due to stress, fatigue, or other changes in user health, and they require direct connection
to users, etc.).

3.2. Comparison of 1FA methods

Based on a literature analysis and the collected quantitative and qualitative information related to authentication and user factors,
we have compared 1FA methods based on user factors such as security, privacy, and trust. The aim of comparative analysis in this
research is to acquire linguistic results necessary for the further development of f; architecture. Besides traditional methods, this
comparison includes emerging modern methods such as physiological biometric methods based on the Gy factor (e.g., EEG, ECG, and
PPG) and Al method-based G;j factor. The acquired descriptive results, as shown in Table 3, are categorized into seven levels. Entries are
formed at the intersection of the literature reviews and the perception of authors. Thus, the significance and importance of comparative
results derived from the differences in user and authentication factors represent a quantification input as a starting point for creating
the f;.

Additionally, the results, as presented in Table 3, show that compared to traditional authentication methods, modern methods
provide significantly stronger security, but they also raise concerns related to privacy and trust. A general comparative review of
traditional and modern authentication methods based on user factors is given in Table 4. Based on all the acquired results, it is possible
to access the realization of f as the main research interest of this study.

4. Our proposed fusion framework

On the basis of the acquired comparative descriptive results given in Table 3, the proposal for f; development is outlined in this
section. Although individual authentication factors may seem simple, their complexity arises when combining MFA solutions.
Therefore, the generic architecture of the fis presented in Fig. 3. This architecture includes different multi-processes and four blocks:
fusion, forming framework, FS tool, and numeric value. For a more complete understanding of these processes, a workflow diagram is
given in Fig. 4. The diagram begins with the process of selecting an MFA solution, which defines the problem. Next, the MFA process
proceeds by choosing user priorities as the first and most important step. If these priorities involve multiple user factors, their selection
and integration are carried out through fusion processes. Uy fusion relies on weighted metrics, presenting the coefficient share of the
user priorities in a specific MFA solution. It is worth noting that it is the user who defines thresholds of these weighted metrics at the
outset of the fusion process. These metrics assess the relevance, compatibility, and contribution of each user priority, shaping the MFA
solution to achieve an optimal output value. However, it is clear that individual user sources by themselves cannot fully address the
variability of multiple concepts when developing the MFA solution. Thus, the choice of authentication methods is directly influenced
by Ut fusion that presents a basis for their selection. Subsequently, one or more authentication methods are chosen within the same
authentication factor (e.g., G; Gj, and Gx). The need for additional authentication method selection depends on the type of MFA so-
lution being developed, which is intended to protect a specific application domain. It implies that if the developed authentication
system is based on a 2FA or 3FA solution, the iteration process must be performed in 2 or 3 steps accordingly.

In the next step, all chosen authentication factors are fused. Finally, the fusion of all selected authentication factors and user factors

Table 3

Comparison of 1FA methods based on analysis of literature reviews (including Table 2) and perception authors.
S.No. Factors Security Privacy Trust
1 PIN VVL VVH VVH
2 Password VVL VVH VVH
3 OTP VL H H
4 NFC M M M
5 Fingerprint H VL H
6 Face VH VL VL
7 Iris VH VL VL
8 Voice/Speech H VL L
9 Keystroke Dynamics H L L
10 Al VH VL L
11 EEG VVH VVL VVL
12 ECG VVH VVL VVL
13 PPG VVH VVL VVL

Parameters - Low (L), Very Low (VL), Very Very Low (VVL), Medium (M), High (H), Very High (VH), Very Very High (VVH).
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Table 4
The general comparative review of traditional and modern authentication methods.
S.No. Factors Traditional authentication methods Modern authentication methods
1 Security H VVH
2 Privacy VL VVH
3 Trust VL VVH

leads to a "Decision Fusion". Lower fusion levels are responsible for these two key factors being compliant in block decision fusion. This
fusion constitutes the final decision-making, determining whether access is granted or denied. In addition, the corresponding con-
ditions for block decision fusion imply a prior fusion application at lower levels in which user factors are fused and then authentication
factors are fused. The process of fusing at lower levels is crucial because it ensures that compliance is checked separately for each set of
factors before being integrated into the final decision. This approach allows the MFA system to make a more nuanced decision based on
multiple conditions (e.g., multiple factors, multiple processes, and multiple levels), ensuring robust and strong MFA processes.

Thus, the fusion process is completed, and the f; is ready to be formed. After defining f;, the next step involves its process of
fuzzification and the generation of numeric values. It is important to note that this fy can support any authentication method based on
any user priority. This frenables the development of numerous scenarios, with each scenario representing one outcome from the set of
all possible MFA solutions. To simplify and better understand the visual representation of the generic f; architecture and the in-
terconnections among its basic blocks, the f; block diagram in a chain-like structure is provided in Fig. 5. The fusion block includes
several processes derived at various levels, with the aim of integration. However, due to their nature, all fusion processes can lead to an
increase in nonlinearity and stochasticity. Once the fusion process is complete, f; is ready for formation. This block is linked to the FS
tool block, followed by a fuzzification process. The FS block is closely connected to the numeric value block, where a defuzzification
process takes place. In fact, the FS block as a tool produces an output numeric value. Each block represents a subsystem containing a
group of submodules, each defined by its specific function. The influence of these basic blocks is not based on specific features but
rather on their simultaneous operation. This means that all blocks should be considered holistically, as part of an integrated chain
sequence. In the context of the given f; block diagram, a deeper level of the topological relationships reveals that the fuzzy strategy
plays a crucial role in defining the numeric output value.

Additionally, this fr enables the development of numerous scenarios, with each scenario representing one outcome from the set of
possible MFA solutions. To address this complex issue, a mathematical approach is employed in this research.

4.1. Mathematical formulation of ff

The use of mathematical approaches further emphasizes the fact that all fusion processes in authentication approaches can be
defined in the form of sets. The notations used in the mathematical formulation of f; are given in Table 5.

The set is defined by the number of potential authentication scenarios that are highly dependent on each factor type. The com-
bination algorithm can mathematically define different sets of authentication solutions. The examples are given for the following sets:

e Example 1: Ngjr as a set of all possible authentication solutions includes at least one user factor and one authentication factor from
any source, and it can be mathematically represented with a general formula (Eq. (1)):

Nam = (29 —1) 25+ gﬁgk_l)(gi,gj,gk >0, ij.k=1,2, m) (vmeN) 16

Example 2: Njpa as a set of all possible two authentication solutions includes at least one user factor and at least two-factor
authentication solutions from any source, and it can be mathematically represented with a general formula (Eq. (2)):

Noga = (2% — 1) (2gf+gf+gk—1— - g 8k—(§i) —(§) - ( §k))(gi.,gj,gk >0, ijk=1,2 ., m) (YmeN)

(2

Example 3: N3g4 as a set of all possible three-factor authentication solutions (N3g4) includes at least one user factor and at least one
authentication factor from each source, and it can be mathematically represented with a general formula (Eq. (3)):

Nopa = (2% —1) (28 —1) (28 —1)(2 gk—l)(ghgj,gk >0, ij,k=1,2, ..., m) (Y meN) 3)

Example 4: Nanyra as a set of specific authentication solutions, either strong or weak (Ngnyra), is based on predefined parameters for
any required authentication solution. Such a set can be mathematically represented with a general formula (Eq. (4)):

_( U 8i & 8k
newn = () (E)(E)(R) @



Fig. 3. The generic f; architecture.
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. Numeric Value

Unlike the first three examples, which have theoretical significance in obtaining the role of the combination algorithm in
authentication approaches, the given Eq. (4) has a practical significance because it reduces the number of potential solutions.

Moreover, the f; corresponding to Table 5 can be represented (Eq. (5)) as:

ff = {W]S+W2P+W3T}

(5)

where weighted criteria represent w;, wy, and w3. The weighted sum gives different weights for each of those user factors. We
determined the weight of each user factor in building an MFA solution. The weight of criteria can be varied to conduct a sensitivity
analysis of priorities regarding user requests. In this research, each user factor is observed with equal weight or the same level of
importance. It is important to note that the values of all three weighted criteria are defined on the unit interval [0, 1] (Eq. (6)).
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Table 5
Notations Description.
Notations Description
Ar The total sum of all authentication methods
G; Gj, Gk Authentication factor based on “What you know”, “What you have”, “What you are”, respectively
8 & & “What you know”, “What you have”, “What you are” methods, respectively
Ur The number of user factors
S, P, T Security, Privacy, Trust, respectively
M Number of used authentication factors
u The number of used user factors
n The number of used authentication factors
ki kj, kk The number of used methods within each g; g, g factor, respectively
Wi, Wa, W3 The weighted criteria of Security, Privacy, Trust, respectively
Naira The set of all possible authentication solutions
Nopa The set of all possible two authentication solutions
N3pa The set of all possible three authentication solutions
Nanyra The set of any FA solution
Nitrongmra The set of strong MFA solutions

3
dwi=1i=1,23a¢[0,1]
i=1

(6)

Besides defining weighted criteria, the individual values of authentication methods need to be defined within each of the three
authentication factors (G;, G;, Gy) in order to get the value of the f;. The value sum for each authentication factor can be obtained by

means of Egs. (7)-(9):

Algorithm 1
The mathematical formulation of f; .

Input: Defining user factors (S, P, T) and g; gj g methods based on factors (G, Gj, Gy).
Output: # Numeric value of MFA solution.

1 function numeric value Build f; for input parameters

2:f; = {(w1S + woP + w3 T}

3:where wi + wo+w3 = 1i=1,2, 3a; €[0,1]

4:if there is a need for additionally choosing == true then user factors choosing (S,P,T)

5:end if

6:for user factors do fusion level

7:end for

8:if there is a need for G; choosing == true then choosing one of the offered g; methods

9:if there is a need for additionally choosing == true then return 1

10:else (Gy) fusion

11:end if

12:end if

13:if there is a need for G; choosing == true then choosing one of the offered g; methods

14:if there is a need for additionally choosing == true then return 2

15:else (Gj) fusion

16:end if

17:end if

18:if there is a need for Gy choosing == true then choosing one of the offered g, methods

19:if there is a need for additionally choosing == true then return 3

20:else (Gy) fusion

21:end if

22:end if

23:for all authentication factors do fusion

24:end for

25:for forming f; do decision fusion

26:end for

27:for f; numeric value do fuzzification

28:end for

28:Gi =g + &+, T8& i=12 .., m (VmeN)

29:Gj =g+ &+, .., +& j=12 .., m (VmeN)

30:Gk =g + &+, ..., +8& k=12 .., m (VmeN)

31:Ar = G; + Gj+Gk GLG]‘, G, >0 i,j,k =12 ... m (VmeN)
32: f;(MFA) :% M>0 M =1 (IFA), 2 (2FA), 3 (3FA), ..., n(nFA) (Vn € N)
33wreturn f;

34: end function

11
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> &i=12, .., m(¥meN) )
i=1
> gi=12 .., m(VmeN) (8)
j=1
d&k=12 .., mVmeN) 9

k=1

On the basis of an obtained individual value of authentication methods within each of the three abovementioned authentication
factors, it is possible to acquire their total sum (A7) (Eq. (10)).

Ar=Gi+G+Gc GG, Gy >0ij,k=1,2 .., m¥meN) (10)

Finally, on the basis of all above-defined equations, a general mathematical formula of the f; for the evaluation of the output value
of MFA solutions is given in Eq. (11). The output value of f; is defined by the quotient between the sum of all authentication methods
(A7) and the number of used authentication factors (M).

A
fr(MFA) = MTM >0 M =1 (1FA), 2 (2FA), 3 (3FA), ..., n(nFA) (Y n € N) an

In order to better understand the above-presented mathematical approach, the mathematical formulation of f}, is given in Algo-
rithm 1.

5. Fuzzy design and f; development

To design and develop the f; by a fuzzy classifier, an FS block, and numeric value block are used for the systematic study, the
fuzzification, the formalization of the expertise, the inference method choice, the defuzzification, and finally the testing, adjustment,
and validation of the output value. These submodules are designed based on fuzzy logic principles with the aim of acquiring numerical
(crisp) output values. The workflow of the design and development methodology of the FS block is given in Fig. 6.

This figure illustrates five functional submodules within the FS block:

e A rule base contains the fuzzy if — then rules for defining the relationships between the fuzzy inputs and the desired fuzzy outputs.

e A database is responsible for defining the membership functions (MFs) of the fuzzy sets used in the fuzzy rules.

o A fuzzy inference system (FIS) as a generator of fuzzy output values is responsible for combining fuzzy inputs, MFs, and fuzzy rules.
The fuzzy values of variables represent the degree of membership of a value in a specific fuzzy set that is typically defined in the
range from “0” to “1”. The FIS is one of the primary components of the FS block. The Mamdani-type fuzzy rules (see Mamdani &
Assilian, 1975), as traditional methods and commonly used in various domains, are applied in this research. The reason is that the
fuzzy rule base submodule follows a simple structure consisting of a set of fuzzy IF-THEN rules. Each rule is composed of an
antecedent (input conditions) and a consequent (output action) that are connected using fuzzy logical operations. The general form
of the fuzzy rule base submodule of any FS with multiple inputs and one output can be formulated as follows:

Rule 1: TF Uy is p; AND Upp is r; AND ...
Rule 2: TF Uy is p2 AND Upy is r2 AND ...
Rule z: TF Uy is p, AND Upz is r; AND ...

AND Uy, is s3, THEN Q is q;:
AND Uy, is s2, THEN Q is g2:
AND Uy, is s;, THEN Q is g3,

gule basﬁ

Inputs S
Fuzzification

Security

Outputs

Rl Crisp values

Defuzzification

Privacy
Trust

Database

———

\\

S

Fig. 6. Workflow of the FS block.

12



D. Korac et al. Information Processing and Management 62 (2025) 104233

where

Uy (i=1, 2, ..., 2), (V 2zEN) represents three input values: security, privacy, and trust.

Q represents one of the output values marked in the range from K to A, and

Di Ti Sis -+, qi (i=1, 2,..., 2), (VY 2€N) represent seven linguistic terms (VVL, VL, L, M, H, VH, and VVH) used to describe the output
variables.

e A fuzzification maps numerical input values into fuzzy linguistic values.
o A defuzzification produces a numeric output value from the fuzzy output results as the overall FIS result.

In this research, the MF is uniquely represented with user factors because all three user priorities share the same MF. The MFs for
user factors with linguistic values are presented in Fig. 7. For input values, a trapezoidal curve shape is used to define the fuzzy sets.
The reason is that, compared to triangular, Gaussian, and bell-shaped functions, the trapezoidal function yields the best output,
resulting in the smallest error. A generic mathematical representation of the trapezoidal MF p(x) is:

0, x<a
X—a
—— <x<a
ap_a;
u(x) = 1, a3 <x<as 12)
X —ay
, i3 <X < a
as_ay
0, x> ay

A fuzzy set is a set consisting of one or more trapezoidal fuzzy numbers defined with four parameters (a;, as, as, a4) (Xiao et al.,
2012), as extreme functions determining the shape of the trapezoid as shown in Fig. 8. The MF of a trapezoidal fuzzy number is
piecewise linear and trapezoidal, which can capture the vagueness of those linguistic values as in Fig. 7. To assign fuzzy numeric
values, we first define the linguistic values and their boundaries. Assign a fuzzy numeric value to each descriptive term based on its
degree of membership in the corresponding fuzzy set. Thus, this fuzzy approach allows for more nuanced decision-making by reflecting
partial membership in linguistic values rather than rigid classifications, and as such can be used in further analysis or calculations.

The key conditions for forming a function shape are parameters that need to be ordered in an increasing order a; < az < ag < a4, and
the selected values that need to be relevant and consistent with the fuzzy system’s design. As observed in Fig. 1, the fuzzy interval
includes the range defined by the end parameters a; and a4, while its core is defined by the interval between defined parameters a; and
a4. When the intervals overlap, as shown in Fig. 7, the minimum value of the core of the fuzzy interval, defined with a, corresponds to
the maximum value of the previous interval’s support, while the maximum value of the core of the fuzzy interval, defined with as,
corresponds to the minimum value of the next interval’s support. Given that parameters help to define the boundaries and the slope of
the trapezoid, which in turn determines how input values are mapped to membership degrees between 0 and 1; hence we define four
extremes this trapezoidal function:

e a; - left boundary of the lower base/the rising edge of the trapezoid,
e a, - beginning of the upper base - the point where the membership value starts being 1,

VVL VL L M

o S o
n o o0

o
&}

Degree of membership

(=]

1

02 04 06 08 1
User factors

(=]

Fig. 7. MFs for user factors.
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0 a1 ar as da 1 X
Fig. 8. A generic illustration of the trapezoidal fuzzy number x.

e as - right boundary of the upper base - the falling edge of the trapezoid,
e a4 - right boundary of the lower base - the falling edge of the trapezoid.

In this research, for instance, the linguistic variable “medium” is represented by developers with fuzzy numbers such as a; (0.35), a,
(0.4833), a3 (0.5167), and a4 (0.65), the MF of which is:

0, x < 0.35
X—ap

, 0.35 <x<0.4833

as_a,
p(x) =4 1, 0.4833 < x < 0.5167 s)
X —ag

, 0.5167 < x <0.65

as_day

0, x> 0.65

The MFs are generated by the MATLAB fuzzy logic toolbox, which itself provides tools and functions for developers to input,
visualize, and manipulate MFs. However, it does not automatically generate the parameter values for trapezoidal MF. The re-
sponsibility for defining those parameter values lies with the developers. They define the parameter values based on their specific
application and domain knowledge. When developers create the FIS, they manually define the parameter values for the MFs, including
the parameters of the trapezoidal MF. The table of all fuzzy input rules based on the trapezoidal function is given in Table 6. This rule
plays a key role in the process of converting linguistic values into fuzzy numeric values, named the fuzzification process, as it directly
affects the output results. An important feature of fuzzy intervals is their ability to assign criteria in a simpler and more intuitive way.
This means that developers can use fuzzy intervals as a valuable tool, but they are not absolved of the responsibility to make
appropriate choices within those intervals.

Furthermore, developers who apply the fuzzy input rule table to Table 3 with assigned linguistic values create fuzzy numeric values
as shown in Table 7. In this stage, the aim is to assign fuzzy numeric values to each of these linguistic values, but their values have to lie
within the defined fuzzy interval. For instance, in the context of the PIN method, the linguistic value of “VVL” for the security factors is
assigned a fuzzy value of 0.02 (indicating low membership), while the linguistic value of “VVH” for privacy and trust factors is assigned
a fuzzy value of 0.98 (indicating very very high membership).

Table 6

The table of rule for fuzzy input.
Input/Linguistic value Fuzzy interval

as az as ay

VVL -0.15 -0.01667 0.01667 0.15
VL 0.01667 0.15 0.1833 0.3167
L 0.1833 0.3167 0.35 0.4833
M 0.35 0.4833 0.5167 0.65
H 0.5167 0.65 0.6833 0.8167
VH 0.6833 0.8167 0.85 0.9833
VVH 0.85 0.9833 1.017 1.15
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Table 7

The fuzzy numeric value of 1FA methods.
S.No. Factors Security Privacy Trust
1 PIN 0.02 0.98 0.98
2 Password 0.05 0.95 0.95
3 oTP 0.1 0.88 0.88
4 NFC 0.5 0.5 0.5
5 Fingerprint 0.65 0.21 0.55
6 Face 0.72 0.19 0.20
7 Iris 0.74 0.18 0.17
8 Voice/Speech 0.69 0.19 0.32
9 Keystroke Dynamics 0.58 0.25 0.34
10 Al 0.86 0.16 0.25
11 EEG 0.95 0.1 0.12
12 ECG 0.98 0.08 0.1
13 PPG 0.92 0.12 0.15

In this work, Fig. 9 is provided to facilitate a better understanding of Table 7. This figure presents a comparative statistical analysis
of the fuzzy numeric values for the selected 1FA methods.

In the next step, the numeric value block, as part of the proposed functional FIS submodule, is based on a defuzzification process,
whereby the output results are represented on a scale from 0 to 10 or as percentages from 0 to 100%. Additionally, a trapezoidal curve
shape of the MF is used to define the output value variables. These values are classified from “A” to “K,” where “A” marked with “10”
represents the highest value, while “K” marked with “0” represents the lowest value. The MFs for evaluating MFA solutions are shown
in Fig. 10. In the final phase, the developed fuzzy rules submodule, based on expert knowledge, is used to define the relationship
between input and output mappings. As this research involves three inputs and seven linguistic variables, the maximum number of
rules is 343 (i.e., 7°) for this FS. The increase in the number of fuzzy rules presents two main challenges: computational complexity (e.
g., processing time and inference engine load) and memory requirements (e.g., rule base and intermediate data storage). To address
this, a reduction process was applied to the primary rules, selecting only 100 out of the 343 possible rules for constructing a com-
plementary rule base. The complementary rule base involves selecting rule subsets for each output value, with the aim of simplifying
the primary rules by removing redundant or less influential rules, while preserving the essential behavior of the FS. Since the com-
plementary rule base implicitly includes the primary rules (i.e., the 343 possible rules), the reduction process does not affect the
accuracy of the output results. With the defined fuzzy rules in the fuzzy rule base, the performance of the FS block was examined to
assess how well the fuzzy system operates and whether it meets the desired objectives and requirements.

6. Computational study and results

This section provides three real-world case scenarios, highlighting empirical validation of the proposed framework. The first two
scenarios relate to the practical application of f; for 1FA and MFA solutions, while the third scenario relates to the combination al-
gorithm. To conduct computational case scenarios, we provide a summary of the input used parameters, as listed in Table 8. Our aim is
to evaluate and rank 1FA and 2FA solutions and explore the combination algorithm by identifying all potential authentication so-
lutions. Therefore, a user request is directed to find the sets of authentication solutions based on the use of three authentication and

R
e\ Q .
AC.)\(, @ B Security
\\‘;&,\o M Privacy
@ Trust

Fig. 9. A comparative statistical analysis of the fuzzy numeric value for the selected 1FA methods.
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Fig. 10. MFs for evaluation of MFA solutions.

Table 8

Summary of the used input parameters.
Parameters Description Number used parameters
Ur Security, privacy, trust 3
u The number of used user factors 3
& PIN, Password, OTP 3
g Al NFC 2
8 Fingerprint, Face, Iris, Voice, Keystroke Dynamics, EEG. ECG, PPG 8
ki The number of used g; methods 1
kj, The number of used g methods 1
ki The number of used g, methods 2

user factors with equal weighting.
Therefore, using the parameters given in Table 8 and assigning equal weighted criteria (Eq. (14)), whereby

1
W) =Wy =Wz = a4
3
Eq. (6) can be represented as (Eq. (15)):
1 1 1
3t3t3z=1 1s)

Taking into account all the above conditions presented in expressions 14 and 15, the f;in this case study has the following form (Eq.

(16)):

Table 9

The practical results of applying the f; for evaluating 1FA solutions with ranking.
S.No. Selection of authentication method Output value Percentage (%) Ranking
12 ECG 8.87 88.7% 1
11 EEG 8.3 83% 2
13 PPG 8.23 82.3% 3
10 Al 8.13 81.3% 4
7 Iris 8.0 80% 5
6 Face 7.34 73.4% 6
5 Fingerprint 7.0 70% 7
8 Voice / Speech 6.16 61.6% 8
9 Keystroke Dynamics 6.0 60% 9
4 NFC 5.0 50% 10
3 OoTP 2.09 20.9% 11
2 Password 1.51 15.1% 12
1 PIN 0.47 4.7% 13
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1 1 1
f}’:{§S+§P+§T} (16)

6.1. Computational case scenario

After setting up the functional FS block, the fyis applied to evaluate and rank 1FA solutions. The aim is to validate the framework for
how the developed ff can be practically applied in a real-world scenario. The practical results of 1FA solutions (including modern
methods), along with their rankings, are shown in Table 9. This table highlights g, methods as the highest-ranking, with emerging
authentication methods such as the ECG method predominating with 8.92, while g; methods have the lowest ranking, with the PIN
method scoring 0.86. The calculation of the 1FA method is a prerequisite for accessing the MFA solution evaluation, as individual
methods and their values represent the foundational elements of each MFA solution.

6.2. Computational case scenario

Based on the used input parameters presented in Table 8 and the acquired results given in Table 9, the additional computational
work can be calculated for the selected 2FA solutions. The eight examples of calculating the values of 2FA solutions corresponding to
Eq. (11), are used in this research (Egs. (17)-(24)):

f;(password + keystroke dynamic) = y = 3.755 17)
f(face+ voice) :w = 6.75 (18)
f;(face+ Password) :w = 4.42 19
fr(face + Iris) :w = 7.67 (20)
f;(Fingerprint + Password) = % = 4.22 (21)
ff(AI + ECG) :m = 85 (22)
ff(AI + EEG) :@ = 821 (23)
f+(AI + PPG) :% = 818 (24)

It is important to note that all values of the individual authentication methods used in Egs. (17)—(24) are derived from Table 9,
which lists the specific methods that constitute the selected 2FA solution. For this case study, we have used five examples of traditional
2FA solutions proposed by other authors, while our selection includes three examples of modern MFA solutions. The practical results of
applying the f for evaluation and ranking of 2FA solutions are given in Table 10. By testing selected 2FA solutions from a real-world
scenario, we have demonstrated the validity and effectiveness of the developed fyin ranking and evaluating the 2FA solutions based on
multiple criteria.

6.3. Computational case scenario

The aim of conducting this computational case scenario is to identify all potential combinations of authentication solutions based

Table 10

The practical results of applying the f; for evaluating 2FA solutions with ranking.
S.No. Selection of 2FA method State-of-art Output value Percentage (%) Ranking
1 Password + keystroke dynamic Monrose et al. (2002) 3.75 37.5% 8
2 Face + Voice Tresadern et al. (2013) 6.75 67.5% 5
3 Face + Password Kang et al. (2014) 4.42 44.2% 6
4 Face + Iris DeMarsico et al. (2014) 7.67 76.7% 4
5 Fingerprint + Password Go et al. (2014) 4.22 42.2% 7
6 Al + ECG Our study 8.5 85% 1
7 Al + EEG Our study 8.21 82.1% 2
8 Al + PPG Our study 8.18 81.8% 3
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on the input parameters provided in Table 8. Taking into account all the used parameters corresponding to Table 8, it is possible to
calculate all sets of potential outcomes. Specifically, the extra empirical work corresponding toEqs. (1)—(4) can be calculated (Egs.
(25)-(28)):

Ngga = (2°—1)(2*7"% —1) =7+ 8191 =57 337 (25)
Nopa = (2°—1)(2*3®_-1-2-3-8— 2) (3) (%)) =7+8146 =57 022 (26)
= 2 2 2)) " -

Naga = (22 -1)(22-1) (2°-1)(2°-1) =7%3%7 %255 =37 485 27)

Nm‘,,,gMFA:(g>(T><?><g):l*2 *3 %28 =168 (28)

The summary of all possible outcomes of the combination algorithm is given in Table 11. This table provides a clearer under-
standing of the possibility of developing a large number of practical solutions. Each of these solutions, depending on the given input
parameters and observed user priorities, could potentially represent the optimal and most applicable solution in practice.

7. Discussion of results and implications

This section presents a discussion of the results and their implications, divided into two parts. First, we interpret the obtained
results, while second, we offer the theoretical and practical implications, outlining their most important aspects.

7.1. Interpretation of results

Having presented the study’s empirical findings in the previous section, this section serves to critically discuss the acquired results
through comparative reviews and analyze how different user factors impact the output value of authentication solutions. The
comparative reviews of the acquired results for traditional 1FA/2FA solutions with other related research are given in Fig. 11(a) and
(b), respectively. The output results show that the developed f; produces realistic output values in which the new modern methods are
pushing all values of MFA metrics and decreasing the values of traditional methods. Specifically, modern authentication methods have
challenged the effectiveness of traditional approaches by demonstrating that when scores between two or more MFA solutions are
similar, a higher score does not necessarily indicate stronger authentication security, as presented in previous studies. On the other
hand, the FIS output surface provides a visual representation that allows the analysis of how different user factors impact the output
value of authentication solutions. The response surfaces of the f; are given in Fig. 12(a—c). This figure shows examples of those
relations.

As observed from these figures, the maximum of the function covers the diagram’s upper surface as an extremum function with the
defined maximal output values of user factors. This diagram points out that there is a similarity between these factors regarding their
high impact on the output value. These facts indicate a close relation between user factors where the trust has a significant impact on
the other two factors. This points out the symbiotic existence of these factors in which the privacy and security factors are in function to
gain the user’s trust while the trust is a trigger for their launching. It is obvious that the trust is built on a framework of security and
privacy and as such represents an inevitable factor in all authentication approaches. If there are no trust relationships in the
authentication environment, even the best offered MFA solutions will be completely useless. The user will not wish to access
authentication processes. Therefore, all presented facts confirm that user factors are closely related, where each factor plays an
important role related to the output value and ranking of authentication solutions.

When it comes to the combination algorithm, the acquired results show that the number of possible developed authentication
solutions is extremely large for a very small number of input factors. The combination algorithm has a possibility to generate a wide
variety of authentication solutions. However, we point out that as the number of input factors is far greater in practice, the set of
possible authentication solutions strives to a set of an infinite number. Also, this research reveals that thousands of potential developed
different outcomes can be offered as the best MFA solutions in practice. The reason is that each offered solution is not fixed, but their
output values are directly conditioned by the user priorities. Moreover, the mathematical approach enables a detailed comparative
analysis between 1FA and MFA, as presented in Table 12, providing valuable insights into their distinct mathematical differences. Key
features that uniquely define each approach include factor, function, model, form, value, time, resources, bias, and solution set.

7.2. Theoretical and practical implications

The theoretical implications of this research are significant for both academic and research communities. For the academic
community, the study introduces the innovative concept of trust-based user prioritization and demonstrates how AI technologies can
be effectively integrated into authentication processes. For the research community, it provides a theoretical foundation for analyzing
trust factors associated with authentication metrics, encouraging interdisciplinary approaches to evaluation processes and the
development of authentication frameworks. Therefore, the theoretical implications lie in redefining how MFA solutions are created
and evaluated. This is achieved by formally incorporating trust as an independent user factor, applying fuzzy methodologies
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Table 11
The summary of the combination algorithm outcomes.
Example Type of solution Description Number of
number outcomes
1 Naira Set of all possible authentication solutions 57 337
2 Nopa Set of all possible two authentication solutions 57 022
3 Nspa Set of all possible three authentication solutions 37 485
4 Ntrongmra Set of strong 3FA 168
10 Comparative review of traditional 1FA solutions 10 Comparative review of traditional 2FA solutions
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Fig. 11. Comparative reviews of the acquired results for traditional 1FA /2FA solutions with other related research.
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Fig. 12. Response surfaces of the fj;, illustrating the relationships between user factors.

Table 12

The comparative review between 1FA and MFA.
Features 1FA MFA
Factor Single Multi
Function Linearity Nonlinearity
Model Deterministic Stochasticity
Form Simple Complex
Value Static Dynamic
Time and resource Less Much
Bias No Yes
Solution set Final Infinite

(specifically, Mamdani-type fuzzy logic with a trapezoidal MF), and integrating new technologies and authentication methods within
the developed Al-based fusion framework. Additionally, abstracting authentication processes through various theories and decision-
making processes expands the theoretical framework underlying MFA strategies. By comparing various authentication frameworks,
our proposed framework facilitates the identification and formalization of trust as a distinct, independent factor in the evaluation of
MFA systems, an aspect largely overlooked in prior frameworks. This underscores the importance of trust as a user priority in
enhancing both the effectiveness and acceptance of the proposed MFA solutions. Accordingly, the theoretical implications reflect a
transition from a strictly technical paradigm to a sociotechnical approach that accounts for both system performance and user pri-
orities (e.g., security, privacy, and trust), emphasizing the integrative role of trust and AI technologies in MFA strategies. Also, this
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study adopts a mathematical perspective for evaluating MFA solutions, highlighting the potential to develop numerous theoretical
MFA scenarios. Overall, the research advances the theoretical understanding of Al as an authentication factor, enabling its systematic
evaluation and reinforcing its value in improving both defensive strategies and user experience.

From a practical standpoint, the proposed Al-based framework shares similarities with other fuzzy logic-based authentication
frameworks but distinguishes itself by emphasizing trust as a novel and weighted factor in MFA evaluation. Its practical implications
highlight the transformative potential of the Al-powered fusion framework in improving operational efficiency and user decision-
making, as shown in Figs. 11 and 12. While the framework addresses the need to enhance the efficiency of MFA processes, it is
faced with practical limitations associated with resources, the large volume of information processing, and the trade-offs of balancing
user priorities and emerging technologies. The large volume of information processing highlights the need for Al-driven automated
algorithms to manage the combinatorial complexity involved in developing MFA solutions, as manual combination is inefficient and
impractical for timely processing. The proposed framework utilizing Al as an authentication factor creates new practical opportunities
for algorithmic combinations and emphasizes it as a relatively unexplored aspect of MFA strategies. Given that new technologies have
the potential to enhance security metrics, their true value lies in user acceptance or rejection of the proposed MFA method, influencing
all other user factors, which, in turn, strongly influence an organization’s reputation. Therefore, the practical implications of inte-
grating user priorities point out that the framework positions trust as a central, unifying user priority that underpins all other user
factors. Without user trust, other priorities lose practical relevance, making it essential to the design and acceptance of authentication
systems. Overall, the framework lays a strong foundation for the practical development of stronger and more robust MFA solutions.
Additionally, it paves the way for future studies on the practical application of Al in authentication systems.

8. Conclusions and future directions

Based on the above discussion and related literature review, it can be concluded that growing information challenges for
continuously finding better evaluation frameworks and combination algorithms for the creation of strong and secure MFA solutions are
never-ending. The real significance of evaluation processes in authentication approaches is twofold and immeasurable. First, it helps
developers create more powerful and strong MFA solutions that provide a more secure user environment. Second, it ensures the right
balance between key user factors (e.g., security, privacy, and trust), thereby enhancing an organization’s reputation. In that context,
we propose a unique f; for evaluating authentication solutions that incorporates all the aforementioned user factors. Unlike other
frameworks, this framework, which is highly adaptable, scalable, and very efficient in practice, enables developers to create MFA
solutions tailored to individual user priorities and provides multiple "best" outcomes depending on those user requirements. In
addition, the comparative approach between traditional and modern technologies, including Al-based methods and biological live-
liness detection methods (e.g., EEG, ECG, and PPG), points out that Al technologies can be applied in various ways in authentication
processes, as an individual authentication factor (e.g., “what you have”) and as an algorithm. The advantages of Al technologies not
only enhance MFA metrics, reduce complexity, and eliminate bias, but also create new combinatorial possibilities for information
processing, ultimately improving overall MFA defense strategies.

This study, employing a comparative mathematical approach based on case studies, clearly validates that MFA systems are
significantly more complex, dynamic, and resource-intensive than 1FA systems. Also, this approach points out two limitations asso-
ciated with the evaluation process and bias issue. The large amount of information processing presents a limitation for developers, who
also need to deal with the MFA bias issue, as it comes from their side. The evaluation process requires more time and resources and
potentially introduces greater variability. Given the infinite number of potential authentication combinations, manually combining
them is exhaustive and impractical for timely information processing and management. Therefore, future research should focus on
developing automated Al-driven combination algorithms. Since these algorithms involve multiple fusion analyses, their development
should be paired with a comprehensive fusion architecture, which serves as a core pillar of an agile defensive cyber strategy. Prac-
tically, these identified limitations represent an excellent way to define future research directions, with a focus on developing intel-
ligent MFA solutions and gaining a deeper understanding of Al algorithm functionality.
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