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Abstract—The advent of Internet of Things (IoT) ushers in a
significant potential to integrate individuals, devices, and data,
leading to a profound change in our professional and social
environments. The small, resource-constrained IoT devices are
usually deployed to collect various types of critical data in remote
or unmonitored locations. Due to extensive interconnectivity,
limited resources, and inadequate security design, IoT systems
are vulnerable to communication-specific cyber threats, which
aim to disrupt operations, steal sensitive information, or cause
damage. To resolve the security concerns in IoT communications,
many recent efforts have been devoted to designing authenticated
key agreement protocols for IoT systems. However, not only most
of the existing solutions fail to adopt cost-effective techniques for
resource-limited IoT devices, but also they ignore the differenti-
ation among various data types in the established session keys.
A few approaches use traditional physical unclonable functions
(PUFs) to address resource concerns, yet they introduce new
security issues into IoT systems. Once the PUF cryptographic
information is compromised by machine learning attacks, the
entire authentication framework collapses. Therefore, in this
paper we propose an authenticated key agreement protocol
for device-to-gateway communication in IoT systems based on
Chebyshev polynomial and probability-based PUF. We examine
the proposed protocol’s security features through formal security
validation. We also conduct performance evaluation through a
simulation-oriented study, and the results clearly prove that the
proposed protocol offers superior security and privacy, while
maintaining low computational overhead.

Index Terms—Mutual authentication, key agreement, security,
device-to-gateway, Internet of Things (IoT).

I. INTRODUCTION

The Internet of Things (IoT) applications have seen a sub-
stantial rise across different domains in recent years. The cost-
effective yet powerful IoT devices hold immense potential for
flexible deployment across a variety of applications, including
smart wristbands at interactive theme parks, intelligent medical
devices for personalized healthcare, and real-time disaster
management [1]. For example, the global IoT market is antici-
pated to attain a value of approximately $1.06 trillion by 2025,
with the United States generating the highest revenue of $380
billion [2]. While the prospective benefits of IoT applications
are broadly recognized, the breach and compromise of IoT
communications could lead to disastrous outcomes, such as
personal, financial, or business-critical information breaches,
unauthorized access and control of devices and systems [3].

IoT devices come with built-in sensors that collect data from
their environment or internal state, and transmit the collected
data to the IoT gateway through the Internet. After that, the

IoT gateway aggregates the collected data and forwards it to
the IoT data center. Finally, the IoT data center evaluates the
data to generate actionable/meaningful insights, and send the
corresponding instructions back to the IoT devices to execute
specific tasks or implement changes. However, the frequent
interaction between the IoT gateway and IoT devices, and the
fact that IoT systems leverage open networks to exchange data
and instructions increase their susceptibility to cyber attacks
[4]. For instance, hackers often target IoT systems because IoT
devices may have weaker security and can become entry points
to broader networks. In November 2023, a nation-backed
hacking group called ‘‘CyberAv3ngers’’ launched repetitive
attacks against Internet-exposed IoT devices used in water
and wastewater systems in the United States [5]. Once these
cyber attacks succeed, they may grant attackers control over
these crucial parameters, allowing them to maliciously alter
settings, potentially causing malfunctions or even full system
shutdowns. As IoT security and citizen security are closely
intertwined, it is essential to implement robust and reliable
network and Internet security mechanisms to ensure secure
communications and establish trusting relationships within IoT
systems.

As ensuring the security and resilience of IoT systems
against cyber threats starts with a robust first line of defense,
numerous scholars focus their research on authenticated key
agreement protocols [6]–[12]. In [6], [7], blockchain assisted
authentication schemes are proposed for IoT networks, where
the digital ledger is used to store identity verification details of
users and/or IoT devices. The proposed authentication schemes
establish a single secret key for the whole communication ses-
sion, through which the IoT devices will deliver the collected
data to the user. However, this one-for-all session key could
cause potential data leakage, allowing this user to access data
intended for other users. In addition, the existing authenticated
key agreement solutions, i.e., [8], [9], have another drawback,
which is predominantly based on highly resource-demanding
operations, such as pairing and bilinear map operations, to
offer security to IoT systems. To lessen the resource demands
of cryptographic systems on IoT systems, many researchers
opt for lightweight operations, such as traditional PUF [10],
[12] and hash functions [11]. Unfortunately, these traditional
PUF-based security mechanism are vulnerable to machine
learning attacks that are able to restore the cryptographic PUF
challenge-response pair, causing the entire security system
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collapse. Moreover, even though the approach in [11] only
adopts resource-friendly hash functions, but it requires addi-
tional authentication factor such as biometrics, which might
not be suitable for all IoT systems. Therefore, it is imperative
to develop authenticated key agreement protocols that not only
adopt cost-effective techniques, but also differentiate among
various data types in the established session keys to ensure
the protection of communications in IoT systems.

Driven by the discussion above, in this paper we propose
a lightweight, data type-aware, and secure authenticated key
agreement protocol for IoT systems. As the predominant
communication mode in IoT systems involves IoT devices
connecting and communicating with the gateway, the proposed
protocol facilitates mutual authentication and key agreement
for device-to-gateway communication. The authenticated key
agreement for device-to-device communication falls outside
the scope of this paper and will be proposed as a topic for
future research. The main contributions of this paper can
be summarized as follows: (i) the design of an authenti-
cated key agreement protocol using Chebyshev polynomial
[13] and probability-based PUF [14]; (ii) the formal security
verification of the proposed protocol using AVISPA [15];
and (iii) the comparative performance study of the proposed
protocol within a simulation-based experimental framework.
The extensive evaluation proves that the proposed protocol is
not only secure and dependable in adversarial scenarios but
also outshines its peers by delivering better performance in
computational efficiency and energy usage. To promote re-
search collaboration, the source code and AVISPA verification
program of the proposed protocol are publicly released at the
https://github.com/congpu/D2GAuth (The release will occur
upon the acceptance of this manuscript).

The subsequent sections of this paper are arranged as
follows. Section II delves into an analysis and comparison of
the existing literature. Section III justifies the chosen crypto-
graphic primitives. In Section IV, we present the system and
adversarial models, including security requirements. Section
V details the design of the proposed protocol. Section VI is
dedicated to security analysis and performance study. Lastly,
we make our concluding remarks in Section VII.

II. RELATED WORK

In [16], the authors concentrate on the security issues of
IoT networks and propose an authentication system based
on a zero-trust architecture using radio frequency finger-
printing. Instead of using traditional password-based identity
authentication, the radio frequency fingerprinting technique
is used to identify the radio transmitter of a legitimate IoT
device by its unique signal characteristics. The proposed
authentication system does get rid of the trustable center,
however, radio frequency fingerprinting is highly affected by
environmental conditions such as interference or jamming.
Thus, the proposed authentication system might not function
properly in non-ideal environments. The authors in [17] use
the chameleon hash function and traditional PUF to achieve
mutual authentication and key agreement between industrial

IoT devices. The rationale behind utilizing these techniques
is to reduce resource consumption and enhance the physical
security robustness of devices, respectively. Industrial IoT
systems are usually employed for collecting a wide range of
data concurrently, e.g., operational and workflow efficiency
data. Thus, the proposed approach is not suitable for multi-
taking industrial IoT systems because it does not distinguish
the type of data during the authentication process.

To fix the data type aware issue in the authentication
process, the researchers from the Internet of Drones domain
share some ideas. In [18], each drone is preloaded with a set
of data types to collect, while users register to receive certain
types of data. Before establishing the session key between
the drone and the user, the ground station needs to verify the
eligibility of both the drone and the user for communicating
the specified data type. In [19], the authors embed the type of
data in the calculation of the session keys, which can only be
used to encrypt data of the matching type. The above solutions
might not be directly applicable in the IoT environment, as
they were designed for mobile networks. However, in IoT
systems the devices and the gateway are stationary.

An elliptic curve cryptography (ECC) based authentication
protocol is proposed for medical IoT networks in [8], where
the healthcare devices transmit the patient’s data to the local
gateway. In [20], an authentication protocol using bilinear pair
mapping is proposed for medical IoT networks. Moreover,
in [21] a PUF and ECC based authentication protocol is
developed for healthcare networks, where health providers,
gateways, and medical devices set up secure session keys
before exchanging any sensitive data. However, the authen-
tication and key agreement process of these protocols relies
on pairing operations which result in significant computational
burden on the resource-constrained medical IoT devices. In
addition, these traditional PUF assisted approaches are vul-
nerable to machine learning attacks which are able to predict
the challenge-response pairs.

III. PRELIMINARY BACKGROUND

In this section, we introduce Chebyshev polynomials [13]
and their unique commutative property. Then, we present the
design of probability-based physical unclonable function [14].

A. Chebyshev Polynomials

Suppose that α and β are two integers, gcd(·) is the greatest
common divisor, p is a prime number, and n is a non-negative
integer. A polynomial that meets the criteria below defines the
Chebyshev polynomial of the first kind with degree n,

Tn(x) =

{
cos(n · cos−1(x)), 0 ≤ x ≤ 1

cosh(n · cosh−1(x)), x ≥ 1

In accordance with the definition, the first kind Chebyshev
polynomial of degree n has the following recurrence property

Tn+2(x) = 2xTn+1(x)− Tn(x),

where T0(x) = 1 and T1(x) = x. In addition, the first kind
Chebyshev polynomials of degree n are commutative, i.e., the



compositions of Chebyshev polynomials are also Chebyshev
polynomials, as the example shown below,

Tn(Tm(x)) = Tm(Tn(x)) = Tm·n(x),

where m and n are positive integers.
The commutative property of the first kind Chebyshev poly-

nomials allows us to develop Diffie-Hellman key agreement
algorithms. For example, Alice and Bob first agree on the
first kind Chebyshev polynomials of degree n, Tn(·), the base
value g, and a large prime number p. Alice chooses a secret
integer pra as her secret key and calculates the public key
pua = Tpra(g) mod p, and Bob selects his secret key prb and
computes pub = Tprb(g) mod p as his public key. Later, Alice
and Bob exchange their public keys, pua and pub. Finally,
Alice and Bob negotiate their secret session keys, ska and
skb, as ska = Tpra(pub) mod p and skb = Tprb(pua) mod p.
Here, ska = skb and the proof is presented below,

ska = Tpra(pub) mod p = Tpra(Tprb(g)) mod p

= Tpra·prb(g) mod p = Tprb(Tpra(g)) mod p

= Tprb(pua) mod p = skb.

B. Probability-Based Physical Unclonable Function

To combine information from the physical layer with cryp-
tography, the natural randomness present in the physical
materials and the environmental impact are considered in
the process of generating unpredictable outputs based on the
provided unique inputs. One example of realizing this idea is
the probability-based physical unclonable function (Prob-PUF)
[14]. In Prob-PUFs, the detrapping phenomenon in circuit
transistors and the varying voltage applied to circuit transistors
are seamlessly modeled to produce unique challenge-response
pairs. However, in traditional PUFs the varying environmental
factors, e.g., the varying voltage, are completely ignored,
which makes them functional only in ideal situations. Because
Prob-PUFs can provide enhanced security owing to their
unpredictable and noisy outputs, they have emerged as a prime
choice for high-security demanded applications.

In Prob-PUFs, the charging voltage for a set of selected
circuit transistors is considered as the input, while the detrap-
ping events of these circuit transistors serve as the output.
In general, the PUF inputs are called the challenges, and the
PUF outputs are referred to as the responses. The rationale
behind this design is that the physical properties of the semi-
conductor materials and the deviations in the manufacturing
process invest each circuit transistor with different detrapping
property. However, the detrapping property for the same circuit
transistor does not vary with time. Thus, the circuit transistors’
detrapping properties can be harnessed to generate unique and
unpredictable challenge-response pairs, which could play an
important role in the process of authentication between two
ends. On the end with Prob-PUF, if detrapping does not occur
on a circuit transistor for all charging-sensing cycles, a bit ‘0’
is created. Likewise, a bit ‘1’ is created if detrapping occurs on
a circuit transistor for all charging-sensing cycles. If a circuit
transistor exhibits random detrapping behaviors throughout all
charging-sensing cycles, a random bit, either ‘0’ or ‘1’, is

Fig. 1. Network model.

returned. After observing detrapping events, all deterministic
bits generated by the circuit transistors consist of the response.

In order to generate the same response at the other end, the
detrapping probability of each circuit transistor is calculated
according to P i

trap(t) = [1 − e(−t
τ i
e
)]. Here, i indicates the

ith circuit transistor, e(·) represents the exponential func-
tion, τ ie denotes the constant coefficient of the ith circuit
transistor’s detrapping property, and t stands for the elapsed
time. And then, the calculated detrapping probability P i

trap(t)
is compared with the predetermined low threshold TH−

trap

and high threshold TH+
trap. If P i

trap(t) < TH−
trap, a bit

‘0’ returned. If P i
trap(t) > TH+

trap, a bit ‘1’ returned. If
TH−

trap ≤ P i
trap(t) ≤ TH+

trap, a random bit, either ‘0’ or
‘1’, is returned. Finally, the other end discards the random
bits, and compares the deterministic bits between the PUF
circuit output and the mathematically calculated value for the
purpose of authentication. From the preceding discussion, two
benefits of Prob-PUFs can be identified: (i) As the selected
circuit transistors generate both deterministic and random bits,
it is extremely challenging for attackers to restore the PUF
response using machine learning techniques; and (ii) The
two ends do not need to exchange or agree on challenge-
response pairs for the authentication purpose. Instead, one end
only needs to store the constant coefficient of the selected
transistor’s detrapping property, which can significantly reduce
storage and communication overheads for security systems.

IV. NETWORK AND ADVERSARIAL MODELS & SECURITY
REQUIREMENTS

In this section, we first introduce the network and adversar-
ial models, and then justify the security requirements.

A. Network Model

Fig. 1 shows the network model, where IoT devices are
connected to the IoT gateway through public Internet channels
(wired or wireless). It is generally acknowledged that the use
of public Internet channels for IoT communications potentially
introduces security risks, e.g., unauthorized data access. Thus,
it is necessary to establish secret session keys for communi-
cations between the IoT devices and the IoT gateway. In the
proposed network model, we only focus on device-to-gateway
communication as it is the predominant communication mode



in IoT systems. The device-to-device communication falls
outside the scope of this paper. The communication between
the IoT gateway and the IoT data server is assumed to be
done through a secure Internet connection. The IoT gateway is
considered as a trusted entity with sufficient resources, whose
responsibility is to register each IoT device and send the data
from the IoT devices to the IoT data server. In addition, we
assume that each IoT device is resource-limited and equipped
with a built-in Prob-PUF in the circuit. Instead of storing the
cryptographic information in memory, the IoT devices can
compute it as needed using their Prob-PUFs.

B. Adversarial Model

In the proposed adversarial model, we select the Canetti-
Krawczyk (CK) framework [22] to emulate the adversary’s
behavior. Within the CK framework, the attackers have the
capability of reading, creating, modifying, delaying, and re-
playing messages between communication entities, as well
as initiating new authentication sessions and interacting with
communication entities. In addition, the attackers can disclose
details specific to a communication session, like session states
and ephemeral keys, in order to compromise the security
of key exchange protocols. Since the IoT devices are often
deployed in remote or unattended locations where the physical
security is a significant concern. The attackers can physically
obtain the IoT devices and attempt to access to the crypto-
graphic information stored on them. However, any attempt by
an attacker to probe or alter the IoT device’s integrated circuit
will irreversibly change its slight physical variations, thereby
destroying the circuit transistors’ detrapping properties.
C. Security Requirements

Considering that the CK framework is used as the foun-
dation of the adversarial model, the proposed protocol is
designed to meet the following security requirements. First,
the proposed protocol needs to be secure against various cyber
attacks, such as physical probing, impersonation, modification,
replay, and man-in-the-middle attacks. Second, the IoT devices
should use a different pseudonymous identifier each time
they communicate with the IoT gateway. Lastly, the identity
verification should be done before negotiating data type-aware
session keys between IoT devices and the IoT gateway.

V. THE PROPOSED PROTOCOL

In this section, we introduce an authenticated key agreement
protocol for device-to-gateway communication in IoT systems.
A. System Initialization and IoT Device Registration

The IoT gateway Gs starts with two system functions, the
first kind Chebyshev polynomial of degree n, Tn(g), and a
hash function that converts arbitrary bits into m-bit strings,
H(·). The IoT gateway Gs also chooses its private key prs
and computes the corresponding public key pus = Tprs(g).
To uniquely identify each IoT device in the database, the IoT
gateway Gs uses the media access control (MAC) address as
their true identifier. For instance, the ith IoT device Di’s true
identifier is D∗

i . In addition, the IoT gateway Gs assigns a

set of data types dti = [dti.1, dti.2, · · · , dti.k] to the IoT
device Di to collect, generates a random number ri and uses
it to create the IoT device Di’s initial pseudonym PDi =
H(D∗

i ∥ ri). After that, the IoT gateway Gs randomly selects k
circuit transistors Γi = {τi.1, τi.2, . . . , τi.k} from the IoT device
Di’s integrated circuit, obtains their corresponding detrapping
constant coefficients Γe

i = {τei.1, τei.2, . . . , τei.k}. In order to get
the same response as the IoT device Di’s Prob-PUF generates,
the IoT gateway Gs determines the number of charging-and-
sensing cycles Γsmp

i and specifies the size of sampling window
Γω
i for the IoT device Di’s Prob-PUF. Finally, the IoT gateway

Gs sends {pus, PDi, Γi, Γ
smp
i } to the IoT device Di via a

secure channel, and stores
{
D∗

i , PDi, dti, {Γi, Γe
i , Γsmp

i ,
Γω
i }

}
.

B. IoT Device and IoT Gateway Authenticated Key Agreement

1) The IoT device Di monitors the detrapping events of
the pre-agreed circuit transistors Γi for Γsmp

i charging-
sensing cycles to obtain the deterministic bits as its Prob-
PUF response chei, generates a random nonce ri, and
calculates mi.1 = Tchei·ri·pri·D∗

i
(g). Here, pri is the IoT

device Di’s private key and the public key is pui =
Tpri(g). In addition, chei and ri are used to create the
session key as well as compute a new pseudonym.

2) The IoT device Di calculates mi.2 = Tchei·ri·pri·D∗
i
(pus)

and mi.3 = H(D∗
i ∥ ri ∥ mi.1 ∥ dti.k), forms an

encrypted message msgi = {D∗
i ∥ ri ∥ mi.3 ∥ dti.k}mi.2

using a secure symmetric cryptosystem and mi.2 as the
key, and sends the message {PDi, mi.1, msgi} to the
IoT gateway Gs via a public channel.

3) The IoT gateway Gs generates the IoT device Di’s
Prob-PUF response che′i using P i

trap(t) = [1 −
e(−t

τ i
e
)], Γi, Γe

i , Γω
i , and calculates m′

i.2 = Tprs(m
′
i.1).

Here, m′
i.2 = Tprs(m

′
1) = Tprs(Tchei·ri·pri·D∗

i
(g)) =

Tchei·ri·pri·D∗
i
(Tprs(g)) = Tchei·ri·pri·D∗

i
(pus) = mi.2.

As the IoT gateway Gs’s private key prs is only known
to the gateway itself, m′

i.2 cannot be restored by anyone
other than the gateway.

4) The IoT gateway Gs obtains D∗′

i , r′i, m′
i.3, and dt′i.k

through decrypting the encrypted message msgi using
m′

i.2. If D∗′

i is not a registered entry in the database, the
IoT gateway Gs terminates the authentication process.
Otherwise, the IoT gateway Gs continues as follows.

5) The IoT gateway Gs calculates m′′
i.3 = H(D∗′

i ∥
r′i ∥ m′

i.1 ∥ dt′i.k) and verifies it with m′
i.3. If

the verification fails, the IoT gateway Gs terminates
the authentication process. Otherwise, the IoT gate-
way Gs generates a random nonce rs, calculates ms.1

= Trs·che′i·dt′i.k·prs·D∗
s
(pui), creates a new pseudonym

PD⋆
i = H(D∗

i ∥ r′i ∥ rs), and then computes the session
key sks.i = Trs·che′i·dt′i.k·prs·D∗

s
(m′

i.1).
6) The IoT gateway Gs calculates ms.2 = H(D∗′

i ∥ sks.i),
forms an encrypted message msgs = {D∗′

i ∥ rs ∥ ms.1

∥ ms.2}m′
i.2

using a secure symmetric cryptosystem and
m′

i.2 as the key, and sends the message {PD′
i, msgs}

to the IoT device Di via a public channel.



(a) (b)

Fig. 2. Security verification results from AVISPA.
7) The IoT device Di obtains D∗′′

i , r′s, m′
s.1, and m′

s.2

through decrypting the encrypted message msgs us-
ing mi.2, calculates a new pseudonym PD⋆

i = H(D∗
i

∥ ri ∥ r′s), and computes the session key ski.s =
Tri·chei·D∗

i
(m′

s.1). Here,
ski.s = Tri·chei·D∗

i
(m′

s.1)

= Tri·chei·D∗
i
(Trs·che′i·dt

′
i.k

·prs·D∗
s
(pui))

= Tri·chei·D∗
i
(Trs·che′i·dt

′
i.k

·prs·D∗
s
(Tpri(g)))

= Tri·chei·D∗
i ·rs·che′i·dt

′
i.k

·prs·D∗
s ·pri(g)

= Trs·che′i·dt
′
i.k

·prs·D∗
s
(Tchei·ri·pri·D∗

i
(g))

= Trs·che′i·dt
′
i.k

·prs·D∗
s
(mi.1)

= sks.i.

8) The IoT device Di calculates m′′
s.2 = H(D∗

i ∥ ski.s)
and compares m′′

s.2 with m′
s.2. If m′′

s.2 ̸= m′
s.2, the

IoT device Di terminates the authentication process.
Otherwise, the authenticated key agreement between the
IoT gateway Gs and the IoT device Di is considered
complete and the session key ski.s (or sks.i) for the
data type dti.k has been established.

The proposed authenticated key agreement protocol for device-
to-gateway communication is presented in Algorithm 1.

VI. SECURITY AND PERFORMANCE EVALUATION

A. Security Verification

We validate the proposed authenticated key agreement pro-
tocol using AVISPA [15]. AVISPA is an automated security
testing tool that evaluates communication protocols for se-
curity flaws and vulnerabilities. We first implement the IoT
device and gateway of the proposed protocol, along with the
potential attacker, using AVISPA specification language. After
that, we select two security-analyzing back-ends, OFMC and
CL-AtSe, to investigate the interactions within the proposed
protocol and examine its execution constraints in the AVISPA
environment on Ubuntu 10.04. Fig. 2 shows the security
verification results from AVISPA, indicating that the proposed
protocol effectively resists replay attacks, protocol falsifica-
tion, and man-in-the-middle threats, and adheres to the security
requirements of the CK adversary model.
B. Performance Evaluation

We conduct a simulation-based study to evaluate the perfor-
mance of the proposed protocol (marked as ‘‘Our Protocol’’ in

Algorithm 1: IoT Device and Gateway Authentication

/* RandNum(): random number function */
/* Send(·): data transfer */
/* Wait(): wait for gateway message */
/* Terminate(): terminate authentication */
/* Eec(data, key): encrypt data with key */
/* Dec(data, key): decrypt data with key */

1 Function DevToGtwAuth():
2 chei ← Prob-PUF(Γi, Γ

smp
i ); ri ← RandNum();

3 mi.1 = Tchei·ri·pri·D∗
i
(g); mi.2 = Tchei·ri·pri·D∗

i
(pus);

4 mi.3 = H(D∗
i ∥ ri ∥ mi.1 ∥ dti.k);

5 msgi = Eec
(
{D∗

i ∥ ri ∥ mi.3 ∥ dti.k}, mi.2

)
;

6 Send(G∗
s , PDi, mi.1, msgi);

7 Wait();
8 D∗′′

i , r′s, m′
s.1, m′

s.2 ← Dec(msgs, mi.2);
9 PD⋆

i = H(D∗
i ∥ ri ∥ r′s); ski.s = Tri·chei·D∗

i
(m′

s.1);
10 m′′

s.2 == H(D∗
i ∥ ski.s);

11 if m′′
s.2 ̸= m′

s.2 then
12 Terminate();
13 end
14 Function GtwToDevAuth():
15 che′i ← P i

trap(t) = [1− e(−t
τi
e
)]; m′

i.2 = Tprs (m
′
i.1);

16 D∗′
i , r′i, m

′
i.3, dt′i.k ← Dec(msgi, m′

i.2);
17 if D∗′

i /∈ Database then
18 Terminate();
19 else
20 m′′

i.3 = H(D∗′
i ∥ r′i ∥ m′

i.1 ∥ dt′i.k);
21 if m′′

i.3 ̸= m′
i.3 then

22 Terminate();
23 else
24 rs ← RandNum(); ms.1 =

Trs·che′i·dti.k·prs·D
∗
s
(pui);

25 PD⋆
i = H(D∗

i ∥ r′i ∥ rs);
26 sks.i = Trs·che′i·dt

′
i.k

·prs·D∗
s
(m′

i.1);

27 ms.2 = H(D∗′
i ∥ sks.i);

28 msgs = Eec
(
{D∗′

i ∥ rs ∥ ms.1 ∥ ms.2}, m′
i.2

)
;

29 Send(PD′
i, msgs);

30 end
31 end

the result figures) on a Windows 11 Pro computer (Qualcomm
Snapdragon X Elite X1E80100 CPU, up to 3.40 GHz). Within
the simulation platform, we install and configure Eclipse
IDE, implement the proposed protocol, DEAC-IoT [23], and
LCLMA-BS [24] in Java, and obtain the results for the running
time and energy consumption.

In Fig. 3(a), we present the running time of our protocol,
DEAC-IoT, and LCLMA-BS. The results were obtained by
varying the number of protocol executions. Generally speak-
ing, our protocol demonstrates promising results and its run-
ning time is smaller than that of DEAC-IoT and LCLMA-BS.
As our protocol is achieved through lightweight cryptographic
primitives, such as Chebyshev polynomial and probability-
based PUF, fewer mathematical operations are needed to exe-
cute the algorithm. Thus, less amount of time will be required
for the execution of our protocol. DEAC-IoT and LCLMA-
BS utilize elliptic curve cryptography (ECC) and modular
arithmetic (used in bilinear pairing) operations, respectively.
As a result, a longer running time is observed for DEAC-IoT
and LCLMA-BS. DEAC-IoT demonstrates better performance
compared to LCLMA-BS. This is because DEAC-IoT adopts
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Fig. 3. The performance of running time and energy consumption.
ECC which is more computation-efficient than bilinear pairing.

In Fig. 3(b), we report the energy consumption of our pro-
tocol, DEAC-IoT, and LCLMA-BS. DEAC-IoT and LCLMA-
BS involve intensive mathematical operations, such as point
addition/doubling on elliptic curves over finite fields and
pairing operations over finite fields, which require substantial
processing power. Thus, their energy consumption are higher
than that of our protocol. LCLMA-BS consumes more energy
than DEAC-IoT due to more intricate mathematical operations
and operations over extension fields. Overall, our protocol
provides the lowest energy consumption as the number of
protocol executions increases from 5 to 25. Chebyshev Poly-
nomials can be evaluated using recurrence relations, which
reduce the need for complex computations. In addition, unlike
other cryptographic methods, Prob-PUFs do not rely on heavy
mathematical operations, making them energy-efficient. As a
result of the reasons outlined above, our protocol outperforms
DEAC-IoT and LCLMA-BS in terms of energy consumption.

VII. CONCLUSION

IoT applications are becoming more prevalent, making it
urgent to determine how to use the existing limited IoT
systems/networks for diverse tasks in a secure and efficient
manner. However, the lack of lightweight, data type-aware,
and secure authenticated key agreement protocols remains
as major barriers hindering the further development of next-
generation IoT applications. In this paper we chose Chebyshev
polynomial and probability-based PUF, and proposed an au-
thenticated key agreement protocol to ensure the protection
of data communication within IoT systems. The results of
the security and performance evaluation have demonstrated
that the proposed protocol not only offers superior security
and privacy, but also maintains low computational overhead.
Implementing this innovative authenticated key agreement
protocol would mark a significant first in the IoT community
as no comparable and similar approach currently exists, which
makes this research a crucial step toward addressing the
existing research gap.
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