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Abstract—This paper presents a new quantitative model to study
the interplay across CIA (Confidentiality, Integrity, Availability)
Triad and performance in blockchain-based crypto space with
specific reference to Ethereum or Ethereum-equivalent chains.
The model introduces and incorporates three new random
variables on top of the baseline chain model [16], C: the likelihood
to secure confidentiality; I: to secure integrity; and A: to secure
availability. Thus, the model will orchestrate an extensive set of
key random variables such as A: transaction slot arrival rate; p:
block posting rate; i: number of transaction slots pending on the
current block along with C, I and A. The underlying mathematical
method employed is an embedded Markovian queueing model as
the model traces the stochastic flow of the transactions as well as
the Markovian flow of them with respect to C, I and A. The state
in the model is defined by P,-C/,/A, i.e., the likelihood to have i
number of transaction slots pending on the current block and the
stochastic CIA status of the crypto space thus far is in C or C, I or
1, and A or A. The solutions to the model will be provided to assess
a few basic performance metrics such as W : the average
transaction waiting time, L: the average block capacity required;
and G: the throughput of transactions per block. And further and
primarily, a unique and extensive simulation and analysis will be
conducted to evaluate the impact of base random variables such
as i, A, p, and various combinations of C, I and A on the overall
P;, 1/ in steady state. The results of the simulation reveal tradeoffs
between the CIA Triad and performance that is uniquely
identifiable by the proposed model.
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I. INTRODUCTION

Blockchain-based crypto-space is the known-best
trustworthy network system by far [2-4]. Blockchain-based
crypto-space theoretically guarantees its security as long as the
51% or more of the copies of blockchain distributed over the
network are verified to be in agreement. Yet to come, there are
pressing market demands and needs for further extensive and
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expansive orchestration of crypto-assets and resources across
on- and off-chain (e.g., NFT, Non-Fungible Tokens [9,13]) and
across heterogeneous chains (e.g., hybrid chain [14] and cross
chain [13]). The security for off-chain assets in NFT chain and
for assets in between hybrid (cross) chains are expected to be
highly vulnerable to the potential security loopholes due to the
intrinsically seamed nature of the transactions in those chains of
concern.

It is presumed without loss of generality in this research that
the biggest hurdle on the way against those demands are the
potential vulnerability of the transactions to the security threats
specifically concerning Confidentiality, Integrity, Availability
(referred to as CIA Triad [1]) threats/risks and potential
performance issues mainly due to the decentralized yet possibly
seamed deployment of transactions across on- and off-chains
[9,12] and across heterogeneous chains [13,14]. There has not
been any adequate theory and practice in place to address and
assure the vulnerability. CIA Triad has been addressed in
qualitative manners [5-8] but has never been quantitatively
addressed and researched adequately in the particular context of
concern in crypto-space, to the best of the PI's knowledge.

In this context, this research will investigate how to establish
a theoretical foundation to model and assure across CIA triad
and performance in blockchain-based crypto space in a
quantitative manner. The CIA triad will be addressed and
incorporated on top of the baseline chain model [16]. The
baseline chain model assumes a blockchain-based crypto-space
under ideal circumstance without any potential threats/risks to
CIA triad and the due potential performance loss. In practice,
CIA triad and performance are under a constraint to be sentenced
by, namely, the Grand Budget, such that either to identify an
optimal CIA triad budget allocation under a performance
constraint, or vice versa. In this research, an emphasis will be
given on the CIA triad tracing under performance constraints,
namely, and which will serve as the central and primary figure
of merit to be quantitatively defined as the likelihood to have i



number of slots of transactions in a block in a normalized
manner with all C, I and A being secured under performance

constraint, and to be expressed by P; .., .

Extensive numerical simulations will be conducted to
validate the efficacy of the proposed model with respect to
various design variables such as i, A, u, and various
combinations of C, I and A versus the overall P; in steady

state.

c/I/A

This paper is organized as follows: preliminary works will
be presented and reviewed in the following section; the proposed
model and its solution will be presented in the next section; then
extensive numerical simulations and analysis will be provided;
lastly, conclusions and discussion section will be presented.

II. PRELIMINARIES AND LITERATURE REVIEW

The baseline chain model [16] is employed and serves as an
ideal blockchain-based crypto-space such that it assumes no
threats on CIA, i.e., C =1 = A = 100% (or 0 tpm, threats per
million accesses), and no assumptions are made in regard of
performance optimization other than baseline, in order to reveal
the bare CIA status along with performance without any
optimization efforts attempted.

Figure 1. Baseline chain model diagram.

The underlying blockchain-based crypto-space will assume
a Proof-of-Work and ERC20-based Ethereum network system.
The proposed CIA-Driven Blockchain-Based Crypto-Space
Model will be built on top of the Baseline Chain Model as shown
in the Figure 1 above [16]. The primary variables in the baseline
model are the number of slots (0 < i <n) such that each
transaction will be tracked as a sequence of slots being executed
in the course of the block-wise operation of mining and block-
posting, along with the transactions arrival rate and block-
posting rates. On top of the baseline model, C, I and A variables
will be incorporated such that CIA (i.e., a series product of C, I
and A) represents the likelihood for the current transaction to be
checkpointed for all the three CIA requirements, (i.e., the
transaction being executed currently is checkpointed to be
perfectly secure and trustworthy in other words); CIA the
likelihood to be checkpointed for C and I requirements yet the
crypto-space is not available, i.e., A; CI the likelihood only C
requirement is checkpointed but the crypto-space has been
altered in a maliciously-minded manner, i.e., I, and note that in
this case once the crypto-space has been altered it is assumed
that there is no further consideration on the A requirement; and
lastly C the likelihood not to be checkpointed for any of those
CIA requirements, and note that if C requirement has been
checkpointed to be violated, then there is no further
consideration on any other requirements. Also, note that the
model can be extended to take rollback steps (i.c., the steps to

restore the CIA status back to the most recent checkpoint) can
be taken into account.

The baseline model has been solved in a previous work as
reported in [16], where P;, i.e., the likelihood that the iz
transaction has been mined and is being executed to be posted
in the current block, has been solved as follows.

P, = - 2 - P, ((i(i A 1)> e > 25 in—-2n+7i
nm—-Dn-i+1) \ 2 (\/m(ﬁ)n)
e
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where n is the maximum number of slots a block can
accommodate unless otherwise controlled, and 0 < i < n.
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Figure 2. CIA Triad model configuration.

A new quantitative model is proposed in this research to
express and assure the CIA Triad status of blockchain-based
crypto-space. The quantitative model will be built of three
primary security-specific base variables as defined as follows: C
(Confidentiality): likelihood (%) to protect information from
unauthorized access and misuse during the transaction currently
being executed; I (Integrity): likelihood to protect information
from unauthorized alteration; and A (Availability): likelihood to
protect timely and uninterrupted access to the system.

The underlying blockchain-based crypto-space will assume
an Ethereum network system. The model will be built on top of
the baseline model specific to the underlying crypto-space. The
primary variables in the baseline model will be the number of

slots (0 < k < n) such that each transaction will be tracked as a
sequence of slots being executed in the course of the block-wise
operation of mining and block-posting, along with the
transactions arrival rate and block-posting rates. On top of the
baseline model, C, I and A variables will be incorporated such
that CIA (i.e., a series product of C, I and A) represents the
likelihood for the current transaction to be checkpointed for all
the three CIA requirements, (i.e., the transaction being executed
currently is checkpointed to be perfectly secure and trustworthy
in other words); CIA the likelihood to be checkpointed for C and
I requirements yet the crypto-space is not available, i.e., A; CT
the likelihood only C requirement is checkpointed but the
crypto-space has been altered in a maliciously-minded manner,
i.e., I, and note that in this case once the crypto-space has been
altered there is no need for further consideration on the A
requirement; and lastly C the likelihood not to be checkpointed



for any of those CIA requirements, and note that if C
requirement has been checkpointed to be violated, then there is
no need for any further consideration on any other requirements.
Also, note that the model can be extended to take rollback steps
(i.e., the steps to restore the CIA status back to the most recent
checkpoint) can be taken into account.

III. PROPOSED CIA CHAIN MODEL

A new quantitative model is proposed in this research to
express and assure the CIA Triad status of blockchain-based
crypto-space. The quantitative model will be built of three
primary security-specific base variables as defined as follows:
C (Confidentiality): likelihood (%) to protect information from
unauthorized access and misuse during the transaction currently
being executed; I (Integrity): likelihood to protect information
from unauthorized alteration; and A (Availability): likelihood to
protect timely and uninterrupted access to the system.

The underlying blockchain-based crypto-space will assume
an Ethereum network system. The model will be built on top of
the baseline model specific to the underlying crypto-space. The
primary variables in the baseline model will be the number of
slots (0 < k < n) such that each transaction will be tracked as a
sequence of slots being executed in the course of the block-wise
operation of mining and block-posting, along with the
transactions arrival rate and block-posting rates. On top of the
baseline model, C, I, and A variables will be incorporated such
that CIA (i.e., a series product of C,I, and A) represents the
likelihood for the current transaction to be checkpointed for all
the three CIA requirements, (i.e., the transaction being executed
currently is checkpointed to be perfectly secure and trustworthy
in other words); CIA the likelihood to be checkpointed for
C and ] requirements yet the crypto-space is not available, i.e.,
A; CI the likelihood only C requirement is checkpointed but the
crypto-space has been altered in a maliciously-minded manner,
i.e., I, and note that in this case once the crypto-space has been
altered there is no need for further consideration on the A
requirement; and lastly C the likelihood not to be checkpointed
for any of those CIA requirements, and note that if C
requirement has been checkpointed to be violated, then there is
no need for any further consideration on any other requirements.
Also, note that the model can be extended to take rollback steps
(i.e., the steps to restore the CIA status back to the most recent
checkpoint) can be taken into account.

Based on the variables as defined in the baseline model, a
new Embedded Markovian Queueing Model is proposed as
shown in the Figure 1. The state of the crypto-space will be
defined as in the baseline model, i.e., the number of slots of each
transaction being currently executed (in order to demonstrate the
model tracks the unique blockchain-specific stochastic flow of
transactions), and the state transition rates will be defined such
that the number of slots (i) per transaction be in 4 different
states, namely, Py, ,, P; ., Pi ;. and P;. The balance equations
for the CIA Triad Model with checkpoint (i.e., each concluded
state will be considered as a checkpoint state if a rollback step
is assumed to be in place) but without a rollback taken into
account are shown as follows (to be solved in the proposed
research in a form as closed as possible, which might involve

mathematical approximations wherever there is no known
mathematical solutions available).
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IV. NUMERICAL SIMULATION RESULTS AND ANALYSIS

Through the utilization of simulation results, we validate the
previously introduced CIA (Confidentiality, Integrity and
Availability Triad) state within the blockchain-based crypto
space by scrutinizing variations in properties such as W, the
average transaction slot waiting time, L, the average block size,
G (y), the throughput of transactions per block, and the
concerning changes in A, p, and CIA . The simulation
underscores the inherent challenge of maintaining high
confidentiality, primarily attributed to the transparent nature of
transaction data. Integrity, on the other hand, is rigorously
maintained through strategic measures such as data signing,
hash chaining, and consensus protocols, effectively thwarting
unauthorized alterations [19,20]. The distributed architecture
ensures a robust level of availability, assuring swift and
uninterrupted system access through the replication of
blockchain across nodes [21-23]. Security aspects can be
quantified, encompassing variables such as the threats to
confidentiality via unauthorized access, the threats to integrity
via changeability, and the threats to the availability via system
downtime. Visual representations, including plotted graphs
elucidating trends in the interplay between the performance and
system’s CIA triad status, serve to articulate the dynamic nature
of system confidentiality, integrity and availability versus the
performance. The overarching aim is to provide a concise yet
comprehensive overview of the blockchain system's
performance trends in adhering to the principles of the CIA
Triad.

Figures 3 and 4 depict the relationship between W and n
under varying levels of CIA (low confidentiality, medium
Integrity, and high Availability), with Figure 1 spotlighting the
impact of the crucial variable A across the assumed CIA ranges.
Notably, as A decreases under given CIA in Figure 1, W elevates
significantly, contrasting with the lowest values observed when
A is high. Likewise, Figure 2 illustrates the relationship between
W and n under various A levels and CIA (high confidentiality:
1,000 in threats per million (tpm), medium Integrity: 100, and
low Availability: 1), showcasing patterns comparable to Figure
1. However, Figure 2 initiates with a notably higher W value at
n =0 compared to Figure 1. These visualizations provide
valuable insights into the intricate interplay of W, n, A, and CIA
levels, elucidating how changes in these variables influence the
observed patterns.
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Figures 5 and 6 present a comprehensive analysis of the
dynamic interplay between L and n, considering fluctuations in
A (low, medium, high) and CIA levels (low, medium, high) and
vice versa. Specifically, Figure 3 unfolds the relationship by
plotting the value of W against n, aligning with the observed
pattern in Figure 1. Figure 4 introduces three distinct functions,
deviating from those in Figures 1 and 2, marked by varying
constants. Scrutinizing these figures yields valuable insights into
the distinctive features of the CIA triad model. A notable
distinction emerges between Figure 3 and Figure 4 in terms of
CIA levels—arranged as low, medium, and high in Figure 3, and
high, medium, and low in Figure 4. This discrepancy
significantly influences the L value manifesting the lowest
values for low A with high, medium, and low CIA levels and the
highest values for high A with high, medium, and low CIA
levels. Thus, the analytical findings underscore the pivotal role
of the CIA triad model, indicating that alterations in the CIA
levels from low, medium, and high to high, medium, and low
lead to nuanced outcomes based on the inherent characteristics
of the model.
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Figures 7 and 8 elucidate the relationship between G (y)
values and n, exploring variations in A (low, medium, high)
alongside CIA levels (low, medium, high), and vice versa. The
results underscore the performance of the CIA triad model,
revealing that y values peak when A is at its highest, regardless
of CIA levels, and vice versa. Upon closer scrutiny, the patterns
in both figures exhibit similarities, emphasizing a pronounced
impact on performance with high, medium, and low CIA levels.
Specifically, G values initiate at 0.055, 0.045, and 0.025 for CIA
levels low, medium, and high, respectively, and commence at
0.064, 0.062, and 0.052 for CIA levels high, medium, and low,
respectively. This analysis reveals that the CIA triad model
excels under conditions of high, medium, and low CIA levels.
Notably, the G value of A-low and CIA -high, medium, and low
(0.052) represents the lowest performance point, slightly below
the highest G value (0.055) of the CIA low, medium, and high
model. In essence, this indicates that the CIA triad model
exhibits superior performance, particularly under high, medium,
and high CIA conditions.
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Figures 9 through 16 illustrate the steady-state probability
for the current and preceding blocks, encompassing
confidentiality, integrity protection breach, and availability in
the foundational CIA model. Specifically, Figures 7 and 8
portray the steady state probability, P;., ,, values against n,
considering variations in A (low, medium, high) and CIA levels
(low, medium, high), and vice versa. Notably, Figure 7 exhibits
slightly lower P;,,, values than Figure 8, with both figures
indicating that P values reach their peak when A is high,
regardless of CIA levels, and vice versa.
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Moving on to Figures 11 and 13, they depict p; . at varying
A and CIA levels, while Figures 13 and 14 showcase P; ; and
Figures 15 and 16 display P all under similar conditions.
Remarkably, the patterns across Figures 9 to 14 appear quite

similar within each pair (e.g., 11 and 12, 13 and 14, 15 and 16),
irrespective of CIA levels. This similarity persists even when
transitioning between CIA levels (low, medium, high) and vice
versa. Notably, the consistency in patterns across these figures
underscores the convergence of Py values within each pair
when delving into the CIA model, emphasizing a uniformity in
the observed values.
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In this comprehensive analysis of the blockchain-based
crypto space, a quantitative model is validated through
simulation results, assessing properties (W, L, G, P) in response
to variations in A, y1, and the CIA, and is summarized as follows.

Figures 5 and 6 delved into the dynamic relationship
between L and n, revealing insights into the distinctive features
of the triad model. Notably, the arrangement of CIA levels
played a significant role in influencing L values. Figures 5 and
6 explored y values, demonstrating the model's superior
performance under high, medium, and low CIA conditions. The
consistency in patterns across these figures suggests a uniform
convergence of performance values within each pair.
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Finally, Figures 9 through 16 provided a comprehensive
illustration of steady-state probabilities for i number of
transaction slots pending on the block under a certain CIA triad
status, e.g., P, ,, P P; . and P Noteworthy were the

cla’ e
slightly lower P, values in Figure 7 compared to Figure 8,
with both indicating peak values when A was high, regardless of
CIA levels. The subsequent figures exhibited similar patterns

within each pair, emphasizing a convergence of P; _, P; ; and

P, values when transitioning between CIA levels. Overall, this
detailed analysis demonstrates the performance trends of the
blockchain-based crypto system under the given principles of
the CIA Triad.

Some of the noteworthy simulation results are highlighted as
follows.

Quantification of Security Aspects: The analysis quantifies
various security aspects, including unauthorized access (i.e.,
confidentiality), changeability (i.e., integrity), and system
downtime (i.e., availability). This provides a detailed
understanding of the vulnerabilities and strengths within the
blockchain system concerning these security dimensions.

Influence of A and CIA Levels on Performance: Figures 1
and 2 highlighted the intricate interplay of variables (W, n, A,
and CIA levels), indicating patterns influenced by changes in
these variables. The arrangement of CIA levels significantly
impacted L values in Figures 5 and 6, shedding light on the
nuanced outcomes based on the inherent characteristics of the
CIA triad model.

Superior Performance under Certain C/A Conditions:
Figures 7 and 8 reveals the superior performance of the CIA
triad model, particularly under conditions of high (1000),
medium (100) , and low (1) CIA levels. The consistency in
patterns across these figures indicates a convergence of
performance values within each pair.

Steady-State Probabilities and CIA Model Convergence:
Figures 9 through 16 provides a comprehensive illustration of

steady-state probabilities for Py, , P s Pig and P . 1t is

noteworthy that the slight differences in P;. , values between

CIA



Figure 9 and Figure 10 and the consistent patterns within each
pair suggested a convergence of the steady-state probabilities
when transitioning between CIA levels.

In summary, the findings underscore the complex dynamics
of the blockchain system in adhering to the principles of the CIA
Triad, offering insights into the trade-offs and strengths
associated with confidentiality, integrity, and availability in the
context of blockchain-based transactions.

V. CONCLUSION AND DISCUSSIONS

This paper has presented a quantitative model to evaluate the
interplay across CIA (Confidentiality, Integrity, Availability)
Triad and performance in blockchain-based crypto space
employing an embedded Markovian queueing model method,
and Ethereum or Ethereum-equivalent chains have been under
consideration. The model is based on the baseline chain model
[16] and incorporates three new random variables on top of, C:
confidentiality; I: integrity; and A: availability, in addition to A,
W, i. The model traces the stochastic flow of the transactions as
well as the Markovian flow of them with respect to C, I and A.
The model is centered around P, /4" The solutions to the model
have been provided to assess a few basic performance metrics
such as W, L ,and G,and primarily, a unique and extensive
simulation and analysis have been conducted to evaluate the
impact of base random variables such as i, A, i, and various
combinations of C, I and A on the overall P;, J1/A in steady state.

Quantification of Security Aspects: The analysis quantifies
various security aspects, including unauthorized access (i.e.,
confidentiality), changeability (i.e., integrity), and system
downtime (i.e., availability). This provides a detailed
understanding of the vulnerabilities and strengths within the
blockchain system concerning these security dimensions. The
study has intricately examines the dynamic interplay among
variables, including W,n,A and levels of the CIA
(Confidentiality, Integrity, Availability) triad. It has been
observed that the configuration of CIA levels notably influences
L values, illuminating nuanced outcomes linked to the inherent
characteristics of the CIA triad model. The results of the
simulation reveal tradeoffs between the CIA Triad and
performance that is uniquely identifiable by the proposed model.
Ultimately the work presented in this paper will provide a
theoretical yet practically agreeable foundation to designing an
optimal CIA Triad-aware blockchain-based crypto space under
given performance, or vice versa.
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